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Government Regulation N. 522 of 7 December 2005
Establishing the List of Classified Information

Legal disclaimer
The following text is a translation of the original promulgated in the Czech language in the

Collection of Laws. This translated version has been effected by the National Security Authority
of the Czech Republic and cannot be relied upon as an authentic wording, nor causes any legal
effect. Any liability of the author is hereby excluded.

The Government orders the following according

to S. 139 par. 1 of the Act N. 412/2005 Coll., on the
Protection of Classified Information (hereinafter “the

Act”):
Section 1
(1) This Regulation shall establish the
following
a) the general part of the list of classified

b)

¢)

d)

2

h)

)

information in Annex 1;

the list of classified information within the
responsibility of the Ministry of Transport in
Annex 2;

the list of classified information within the
responsibility of the Ministry of Finance in
Annex 3;

the list of classified information within the
responsibility of the Ministry of Informatics in
Annex 4;

the list of classified information within the
responsibility of the Ministry of Culture in Annex
5;

the list of classified information within the
responsibility of the Ministry of Defence in
Annex 6;

the list of classified information within the
responsibility of the Ministry of Industry and
Commerce in Annex 7;

the list of classified information within the
responsibility of the Ministry of Justice in Annex
8;

the list of classified information within the
responsibility of the Ministry of the Interior in
Annex 9;

the list of classified information within the
responsibility of the Ministry of Foreign Affairs
in Annex 10;

k)

D

0)

p)

q)

t)

the list of classified information within the
responsibility of the Ministry of Agriculture in
Annex 11;

the list of classified information within the
responsibility of the Czech National Bank in
Annex 12;

the list of classified information within the
responsibility of the Czech Telecommunication
Office in Annex 13;

the list of classified information within the
responsibility of the Office of the President of the
Republic in Annex 14;

the list of classified information within the
responsibility of the Czech  Securities
Commission in Annex 15;

the list of classified information within the
responsibility of the National Security Authority
in Annex 16;

the list of classified information within the
responsibility of the State Material Reserves
Administration in Annex 17;

the list of classified information within the
responsibility of the State Office for the Nuclear
Safety in Annex 18;

the list of classified information within the
responsibility of the Office of the Government of
the Czech Republic in Annex 19;

the list of classified information within the
responsibility of the Intelligence Services of the
Czech Republic in Annex 20;

(2) In evaluation, whether information under
the item outlined in above mentioned
Annexes from 1 to 20 to this Regulation is
classified information, the decisive factor
shall be whether its divulgence or misuse
that may occur could result in damage to
the interest of the Czech Republic or could
be disadvantageous to the interest of the
Czech Republic as described in S. 3 of the
Act.
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(3) The information will be classified
according to the Annex 1 to this
Regulation by the originator, except as
specified otherwise in Annexes 2 to 20 to
this Regulation.

(4) The list of classified information
determines also the level or the range of
security  classifications of classified
information.

Section 2

(1)The originator will assign such security
classification to classified information within the
range of security classification levels given in
Annexes 1 to 20 to this Regulation, which shall
correspond to the seriousness of possible damage or
disadvantage to the interest of the Czech Republic in
the case of its divulgence or misuse according to S. 3
of the Act.

(2)If the range of security classifications is
determined in Annexes 1 to 20 to this Regulation for
collective classified information, the procedure shall
be in accordance with S. 1 par. 2 and in accordance
with paragraph 1 also for piece of information
involved in it.

Section 3

This Regulation comes into force on 1 January,
2006.

Prime Minister

Ing. Paroubek
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The list of classified information — general part

Type of information Security
classification

1. Information from areas of the risk management, civil emergency planning and R-S
planning of the defence of the State.

2.  Information and documents from the areas of the military infrastructure and R-S
mobilization of the Armed Forces of the Czech Republic.

3. The method of ensuring security of premises of the State body and of other important R-S
objects.

4. International negotiations, contracts, protocols, records and other information in the R-TS
area of international co-operation, as Parties mutually agree.

5. Information released by a foreign power and which was designated as classified by it R-TS
in accordance with its applicable law in force.

6.  Information, which is kept secret within the North Atlantic Treaty organization and the R-TS
European Union or under international agreements by which the Czech Republic is
bound.

7.  Serious political, security and economic information from the area of international R-S
relations.

8.  Information concerning preparation, use and result of use of intelligence means and R-C
device and supporting intelligence means and device'.

9.  Information concerning preparation of interception and recording of messages®. R-C

10. Methods and procedures while using intelligence means and device and supporting R-C
intelligence means and device.

11. Information concerning technical means and devices securing the use of intelligence
means and device and supporting intelligence means and device, information
concerning their research, development and production, including technical R-C
documentation, information concerning preparations for their use and financial means
for their procurement and operation.

12. The way and methods of checks aimed at detection of unauthorised use of technical R-TS
means intended for obtaining information.

13. Information concerning performance of the courier service. R-C

14. Results of use of intelligence means and device and supporting intelligence means and R-C

device

! E.g. S. 158(b) of the Rules of Criminal Procedure, S. 23(a) of the Act N. 283/1991, Police of the Czech Republic Act, as amended by the
Act N. 265/2001 Coll., S. 33(b) of the Act N. 13/1993, Customs Act, as amended by Act N. 1/2002 Coll.
2 E.g. S. 88 of the Rules of Criminal Procedure, S. 13(a) of the Act N. 293/1993 Coll., to make provisions for serving custody, as amended
by the Act N. 52/2004 Coll., S. 8(a) of the Act N. 154/1994 Coll., Security Intelligence Service Act, as amended by the Act N. 290/2005
Coll,, S. 18 of the Act N. 169/1999 Coll., on the Confinement and on the Amendment to Relevant Laws, as amended by the Act N. 52/2004

Coll.
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The list of classified information within the responsibility of

the Ministry of Transport

Type of information Security
classification

1. Strategic concepts of the traffic economic development if these contain data R-C
concerning the defence and security of the State.

2. Lists of traffic constructions (objects) and related documentation, which are important R
for the defence and security of the State.

3. The course and parameters of the railway and road nets, which are important for the R
defence and security of the State, including plans for their technical protection and
reconstruction, and related in-home regulations.

4.  Data concerning special transportations and related in-home regulations. R-C

5. The documentation concerning assumed identity documents. R

6.  The method of securing of driving licenses, certificates of licensing of a vehicle, and R
registration plates against forgery and fraudulent alteration.

Area of civil aviation

7.  Details of setting detection capacity of equipment for detection of explosives, metal R-C
devices and radioactive material.

8. Results of tests and checks of equipment for detection of explosives, metal devices and R-C
radioactive material.

9. Details of actual performance and setting of automatic electronic access control R-C
systems to control access to defined airport security areas.

10. Details of exceptions to technical data and acceptance tests of equipment mentioned in R-C

paragraphs 7 to 9 above, including details of exceptions to measures concerning air
traffic and airports.
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The list of classified information within the responsibility of

the Ministry of Finance

Type of information

Security
classification

Information concerning means and aids for verification of genuineness of documents
and banknotes materials and information concerning its conducting.

R-C

Reports on the state of military material invoices.

Statements of situation in the field of government long-term credits — military material.

Government credits

a) monthly specification of government credits for military material according to
countries;

b) quarterly specification concerning government credits for military material
according to countries and credit agreements.

Activities of customs authorities in crime detection and detection of perpetrators,
procedures, results.

Measures of customs authorities, in agreement with customs authorities of other
countries, aimed at control of illegally imported, exported or transited goods, which
can endanger financial interests of the European Union, European Atomic Energy
Community or of their member state, or aimed at control of goods, which are described
in prohibition or limitation regulations, resulting in identification of persons involved
in illegal business.

Information concerning technical means and materials for carrying out analysis and
expertise, information concerning their research, development and production,
including the technical documentation and information concerning training of customs
officers in the area of their use, and information concerning financial means for their
procurement and operation.

Data on designated customs authorities acting in a position of the Police body".

Identification data on means of transport and registration plates of vehicles of
designated customs authorities®.

10.

Measures in the area of detection of customs and tax frauds.

11.

Summary data on armament of members of the Customs Administration of the Czech
Republic, number of weapons and ammunition.

12.

Claims and summary of claims of the Czech Republic in the area of government
credits for military material, procedures and methods of their settlement structured
according to debtor nations, and materials relating to their solution.

13.

Information concerning financing of Intelligence Services.

’s.3 par. 3 and S. 4 par. 3 of the Act N. 185/2004 Coll., to make provisions for the Customs Administration of the Czech Republic.
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14. Special securing elements applied in the technology of banknotes, documents and R-C
securities.

15. Technical specifications of materials and intermediate products for the production of R
banknotes, documents and securities that contain security features.

16. Documentation of the comprehensive safeguarding system of a facility, where R
banknotes, documents and securities are produced, including mechanical barriers and
CCTV.

17. System of records and protection in the process of production of banknotes, documents R
or securities.

18. Plans of location of safes for the storage of protected materials and products. R

19. Information concerning securing of movements of defective prints of money and R
securities outside the building of the State Office for Tokens of Value Printing or the
State Mint.

20. Information concerning organization and securing of movement of primary originals R
and matrices for the production of banknotes, documents and securities.

21. Conditions for the transport of materials and intermediate products for the production R
of banknotes and documents.

22. Activities of special departments of the Ministry of Finance in detection of crimes and R-C
their perpetrators, their procedures and results.

23. Unfinished cases of serious economic criminal activities. R-S

24. The co-operation with investigative, prosecuting and adjudicating bodies in detection R-S

of serious economic criminal activities.
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The list of classified information within the responsibility of
the Ministry of Informatics

Type of information Security
classification
1. Strategic concepts of economic development of electronic communications if these R-S

contain data concerning the defence and security of the State.

2. Aggregate materials and evaluation of the economic situation of -electronic R-S
communications if these contain data concerning the defence and security of the State.

3. Specific information concerning the use of electronic communication networks, R-S
devices and post facilities for the needs of defence and security of the State, including
information concerning safeguarding.

4.  Specified part of documentation relating to the data on the operation, research and R-S
development of information systems.

5. Comprehensive operational data on secret radiotelephone net. R

6. The documentation of electronic communications nets for the time of emergency. R-S
Information about serving lines leased and established for the needs of defence and
security of the State, if this could reveal the purpose, transmission routes and exact
place of termination of the line and location of state administration bodies.

7.  Summary information concerning centrally made and processed applications of R-S
authorised bodies for provision of data from databases of operators and ensuring
conditions for messages eavesdropping and recording.
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The list of classified information within the responsibility of
the Ministry of Culture

Type of information Security
classification
1. Ensuring the protection of movable cultural heritage. R
2. The list of facilities designated to protect the movable cultural heritage. R
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The list of classified information within the responsibility of
the Ministry of Defence

Type of information Security
classification
1. Special software and hardware (technical equipment). R-C
2. Utilization of frequency bands, which are reserved for the Army of the Czech R-S
Republic, and rated frequencies.
3. The telephone directory of secret telecommunication systems. R-C
4.  Security identification access systems at access points to protected premises, areas and R-S
facilities.
5. The project documentation of secret construction of a military facility. R-S
6.  Financial and economy plans in the Army of the Czech Republic for the first period of R
the state of endangering the country and belligerency.
7.  Planning of supervisory activities and summary information concerning results of R-S
supervisory activities of the Supervision Department of the Minister of Defence.
8.  Summary information concerning the material and technical securing of mobilization R-S
of the Army of the Czech Republic and the state of endangering the country and
belligerency.
9.  The capacity, plans of location of ammunition dumps and arms stores. R-C
10. Guidelines and grounds of securing of mobilization preparations of production R-C
organizations and of other natural and legal persons within military administration
authorities.
11. Data from the area of defence and technical research and development. R-S
12.  Operational and combat documents for the defence of the Czech Republic against R-TS
external endangering.
13.  The plan of development and activities of the Ministry of Defence. R-C
14. Own information and documents concerning territories of foreign countries, which R-S
contain military material.
15. The organization and evaluation of operational readiness. R-S
16. Mobilization of the Armed Forces of the Czech Republic and other emergency R-S
measures during the state of endangering the country and belligerency.
17. Plans of combat and mobilization readiness, mobilization plans, mobilization projects R-TS

and plan of deployment of Armed Forces of the Czech Republic.
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18. Replenishment of the Armed Forces of the Czech Republic. R-S

19. Records of reserve and material means necessary for the needs of the Armed Forces of R-C
the Czech Republic.

20. Mobilization preparation of forces and military administration authorities. R-C

21. The organizational structure of the Ministry of Defence and the Armed Forces of the R-S
Czech Republic involving distinctive markings of establishment figures tables, and
establishment tables (complement tables).

22. Responsibilities of military units, military installations and military rescue units during R-C
the war.

23. Tables of establishment figures for military units, military installations and military R
rescue units.

24. The set of tables of establishment figures for military units, military installations and R
military rescue units according to distinctive markings of establishment figures tables,
set of peacetime and war establishment tables.

25. The real nature of military units, military installations and military rescue units and R-S
their deployment, covered by a legend name.

26. The overview of open names of war military units, military installations and military R-T
rescue units in connection with their deployment.

27. Strategic concepts and plans of development of the Ministry of Defence. R-C

28. Conditions and prognosis of military strategic situation. R

29. The long-term planning of development of weapon systems, armaments, missiles and R
ammunition, other material, immovable property and operational capabilities.

30. The plan of foreign defence co-operation and industrial co-operation in the area of R
armaments.

31. The defence planning and evaluation of operational readiness of the Army of the R-C
Czech Republic.

32. The plan of adoption and introduction of defence capability initiative. R-S

33. Decisive documents for the management and development of geographical securing R-C
and for the geographical services of the Army of the Czech Republic.

34. Catalogues of geodetic points coordinates in the coordinate system S 1942/83 or WGS R
84.

35. Transformation ratios or coordinates of identical points or other related data for R
calculation of these ratios for the conversion between geodetic systems S 1942/83 and
WGS 84 and other coordinate systems being used with precision determined for
catalogues of geodetic points coordinates of the Army of the Czech Republic.

36. Special maps, military-geographic and other documentation determined for the needs R-S
of defence of the State.

37. Coordinates of points (groups of points) concerning facilities (installations) (areas) R-S
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subject to special mode of protection in any geodetic system and projection.

38. State of health of troops during the state of endangering the country and belligerency. R

39. The defence standardization. R

40. The documentation containing special knowledge resulting from discussions with R-C
military attaché and air attaché accredited at the Czech Republic.

41. The system and organization of protection of determined military facilities R-S
(installations), and documentation describing risks, technical and security measures
aimed at elimination of these risks.

42. Traffic-administration records. R

43. The military material’. R-TS

44. The location, purpose, protection regime, project documentation and construction or R-S
planned and real use of specially determined facilities (installations) or posts of the
Ministry of Defence.

45. The central register of persons, who are holders of personnel security clearance for R
access to classified information at the Ministry of Defence.

46. Actions of the Military Police bodies in detection of crimes and perpetrators of crimes, R-S
procedures of these bodies and results of the investigation.

47. The documentation concerning the preparation and assignment of the Army of the R-S

Czech Republic to and in operations outside the territory of the Czech Republic.

4s.2 par. 7 of the Act N. 219/1999 Coll., Armed Forces of the Czech Republic Act.
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The list of classified information within the responsibility of

the Ministry of Industry and Commerce

Type of information Security
classification
1.  Summary information concerning the research, development and production of R
explosives and information concerning entities working in this field.
2. The quarterly production and sales return of armament products involved in the current R
list Zbroj (MPO) 2-04.
3. The research and development of selected solutions and products of the arms industry. R
4.  Data on the protection and technical measures in the area of providing protection to R
important power facilities for the production, transfer and distribution of power.
5. Plans of complete communication and computer nets of the power engineering. R
6. Information giving the total overview of the location and capacity of pipelines for the R
transfer of fuel and oil.
7. Principal commercially political conceptual and strategic plans of the Czech Republic. R
8.  Materials and information from negotiations concerning the co-operation in the area of R-C
foreign trade in the field of military material and other types of sensitive goods.
9.  Summary of individual licences issued and comprehensive statistical or other data on
exports and imports of the military material, if indicative of products, their amount,
value and supply or customer countries, as follows:
a)  important military material; R-C
b)  other military material. R
10. Data on the protection and on technical measures in the area of providing protection to R
important gas facilities.
11. Data on very high pressure gas transmission lines and important gas facilities in the R
objects integrated coordinate system.
12. Plans of and data from critical data transmission of the control and information gas R

system.
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The list of classified information within the responsibility of
the Ministry of Justice

Type of information Security
classification
1.  Information concerning the preparation of the decision of the President of the Republic R-C
to grant amnesty.
2. The decision on the swap of consignment according to the Criminal Procedure Code. R-C
3. The decision on the entry clearance into the prison for the purposes of planting R-C

intelligence technology and operational technology into the prison.

4.  The preparation, use and results of use of supporting intelligence means and device in R-C
prisons, including the procedure to approve its use.

5. The identity and image of witness with assured anonymity, the method of providing R-C
protection to him/her’ and information relating to providing the special protection and
assistance to the witness and to other persons in connection with criminal proceedings®.

6.  Files or parts of files relevant to criminal proceedings, if classified information has R-TS
been originated or become known during the criminal proceedings, including
information and reports processed for this purpose.

7. Information concerning the co-operation with police bodies and Intelligence Services R-C
of the Czech Republic in detection of serious crime activities, including the
international co-operation.

8. The method of protection of important documents and stamps against the forgery and R-C
fraudulent alteration.

38.55 par. 2 and S. 209 of the Rules of Criminal Procedure.

6 ActN. 137/2001 Coll., to make provisions for the special protection of a witness and other persons in connection with criminal proceedings
and to alter the law N. 99/1963 Coll., Rules of Civile Procedure, as amended.
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The list of classified information within the responsibility of

the Ministry of the Interior

things.

Type of information Security
classification
1. Security measures with the aim to protect the internal order and security of the Czech R-TS
Republic.
2. Security measures with the aim to protect the security of an individual. R-C
3. Results of activities of security bodies of the State that have been obtained by R-C
intelligence means before 31 December 1992 and that concern combating terrorism or
relate to a foreign power.
4.  The system of the organization and control, determined methods and forms of the state R-C
border protection.
5. Summary data on the scope and types of armament and on ammunition reserves at the R
Police of the Czech Republic.
6. Special technical devices, instruments, things and substances for conducting R-C
criminalistic expertises and analyses.
7. The development, research and production of classified technical means, procedures R-C
being implemented in the area of criminalistic expertise activities, as well as opponent
opinions on function patterns.
8.  The co-operation with foreign security corpses. R-C
9.  The protection of facilities (installations)
a) the system and organization of protection of facilities (installations)’; R-C
b) the system and organization of emergency protection of nuclear facilities®; R-C
c) the system and organization of protection of conspiratorial rooms; R-C
d) the location, capacity and the system of the security protection of ammunition R
dumps and arms, explosives or other dangerous substances stores;
e) the location and the system of the security protection of protected and reserve R
sites.
10. The protection of persons
a) the system of protection of constitutional officials and persons who are provided R-C
with the personal protection according to international agreements’;
b) information relating to providing the special protection and assistance to the R-C
witness and to other persons in connection with criminal proceedings®;
¢)  the system of protection of other persons'. R-C
11. Summary information important to securing the special transportation of persons and R-C

’s.2 par. 1(h) of the Act N. 283/1991 Coll., as amended by the Act N. 326/1993 Coll.
8s.2 par. 1(p) of the Act N. 283/1991 Coll., as amended by the Act N. 18/1997 Coll.
®'S. 2 par. 1(g) of the Act N. 283/1991 Coll.

10°3. 2 par. 1(a) of the Act N. 283/1991 Coll.
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12.

Summary information necessary for providing the protection of things requiring a
special protection regime on grounds of interest of the Czech Republic.

13.

Secret security systems, devices and technique, their research, development,
production and use, including results of grant projects and services being provided.

14.

The organization order, organizational structure and systematization of posts of
determined departments of the Police of the Czech Republic, where the members of
the Police of the Czech Republic have been assigned, who have been selected in the
interest of performance of important task of the Police of the Czech Republic by the
Minister of the Interior as described in S. 141 par. 1 of the Act (hereinafter “the
Determined department”.

15.

The deployment of organizational elements of the Determined department of the Police
of the Czech Republic.

16.

The membership of the selected policeman of the Determined department of the Police
of the Czech Republic or of the Police of the Czech Republic.

17.

Methods of securing of identity cards, travelling documents and visas, birth
registration numbers (personal identity numbers) documents, documentation
concerning cover documents and security elements of service identity cards, specified
stamps and other important documents from their forgery and fraudulent alteration.

18.

Security operations aimed at maintaining law and order, traffic security and highway
traffic flow.
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The list of classified information within the responsibility of

the Ministry of Foreign Affairs

Type of information Security
classification
1. Information about the content of the diplomatic and courier consignments. R-S
2.  Information concerning providing the protection to embassies in the Czech Republic. R-C
3. Nominations of ambassadors and military and air attachés in accordance with R
agréments granted.
4.  The co-operation of departments of the Ministry of Foreign Affairs with Intelligence R-TS
Services of the Czech Republic, including its recording.
5. Information concerning granting visas in the special interest. R-S
6.  Plans of activity of embassies of the Czech Republic. R-S
7.  Information containing the evaluation of contact actions of constitutional officials of R-S
the Czech Republic with representatives of other states or international governmental
organizations.
8.  Information concerning trade negotiations and contracts being prepared, whose R-C
divulgence could result in advantage to a foreign competitor to the prejudice of the
Czech contractor.
9. Information and documents in the area of the security policy of the Czech Republic. R-TS
10. Proposals to give awards/decorations to foreign nationals. R
11. Preparation and positions of the Czech Republic for negotiations before international R-S

and arbitration institutions.
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The list of classified information within the responsibility of

the Ministry of Agriculture

Type of information Security
classification
1. Information concerning the strategic reserves of agricultural commodities and food. R-C
2. The documentation concerning strategic sources of underground waters. R-C
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The list of classified information within the responsibility of
the Czech National Bank

Type of information Security
classification
1.  The preparation of implementation of principal monetary measures and principal R-S

measures in the area of the financial market.

2. Special characteristics and formulas of materials used in banknotes production. R-C

3. Information concerning consignments of banknotes containing the date and destination R
of the transport.

4.  Technical safety systems, control and management system of technological entities R-C

providing the monetary and computing systems with an operational capacity, including
their systems of power supply and the project documentation of these systems.

5. Aggregate statements and systematics for selected clients. R

6.  Statements and analyses containing data on drawing and repayment of governmental R
credits for delivery of military technique with respect to individual debtor nations, and
data on governmental claims resulting from these deliveries.
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The list of classified information within the responsibility of
the Czech Telecommunication Office

Type of information Security
classification
1. Radio frequencies designed for the protection and security of the State and lists R-S
thereof.
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The list of classified information within the responsibility of

the Office of the President of the Republic

Type of information Security
classification
1.  The complex system of safeguarding of the Czech crown jewels. R-C
2. Complex plans of collector and tunnels system of the Prague Castle. R-C
3. The complex system of physical, technical and special protection of the Prague Castle, R-C
State Castle at Lany and other facilities designed for the needs of the President of the
Republic.
4. Information concerning the preparation of decisions of the President of the Republic. R
5. Information concerning the preparation of the decision of the President of the Republic R-C

to grant amnesty.
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The list of classified information within the responsibility of
the Czech Securities Commission

Type of information Security
classification
1. Analyses, reports, parts thereof and information concerning participants in the capital R-C
market and their activities, which are related to the protection of important economical
and political interests of the Czech Republic.
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The list of classified information within the responsibility of

the National Security Authority

Type of information Security
classification

1.  The method of ensuring the physical security of premises, security areas and areas R-S
designated as the meeting rooms, where classified information are stored, handled or
regularly discussed.

2. Analyses, information reports, results of investigation and evaluation resulting from R-TS
the security clearance procedure.

3. Strategy and plans of development in the areas of the cryptographic protection, R-TS
cryptographic analysis and development of cryptographic devices for the protection of
classified information.

4.  Summary data on research and development tasks in the areas of the cryptographic R-TS
protection, cryptographic analysis and technical development of cryptographic devices
for the protection of classified information.

5. Design and implementation of cryptographic algorithms including the structure of R-TS
cryptographic keys for the protection of classified information.

6.  Cryptographic analyses of cryptographic algorithms and cryptographic-technical R-TS
analyses of cryptographic devices for the protection of classified information,
including technical reports.

7. Input and output information in conducting cryptographic analysis in the area of R-TS
protection of classified information.

8.  Comprehensive documentation necessary to perform certification of cryptographic R-TS
devices for the protection of classified information, its methods, procedures and partial
results.

9. Register of crypto officers, which may be indicative of their activities in the R-C
information or communication system.

10. Register of cryptographic material for the protection of classified information, which R-C
may be indicative of its content or purpose.

11. Methods and forms of organization, management and conducting cryptographic R-S
protection of classified information.

12. Standards, methods, procedures or results of compromising electromagnetic emissions R-TS
measurement.

13. The cryptographic material for the protection of classified information. R-TS

14.  Comprehensive technical and production documentation of cryptographic devices for R-C
the protection of classified information.

15. Production and testing of cryptographic devices and cryptographic keys for the R-TS




Annex N. 16 to the Government Regulation N. 522/2005 Coll.

EN

protection of classified information.

16. Accompanying documents/papers of the cryptographic consignment. R

17.  Record of damage to the cryptographic consignment. R-S

18. Information concerning compromise or suspected compromise of cryptographic R-TS
materials, including results of investigation and measures taken.

19. Technical reports of evaluation of information or communication systems handling R-TS
classified information.

20. The method of ensuring security of the information or communication system handling R-TS
classified information.

21. The method and forms of detection of unauthorised use of technical devices, which are R-S

designated to obtain information, in the area designated as the meeting room.
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The list of classified information within the responsibility of
the State Material Reserves Administration

Type of information Security
classification
1.  Summary structure of material reserves items and their minimum limits and R

approximate target conditions.

2. Summary plans of purchase, sales and renewal of material reserves items. R
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The list of classified information within the responsibility of
the State Office for the Nuclear Safety

Type of information Security
classification

The physical protection of nuclear material and nuclear facilities under
the Category I"

1. The proposal of the method and form of ensuring (providing) the physical protection. R-S
2. Analysis of needs and possibilities of ensuring the physical protection, changes in R-S
ensuring the physical protection and certificates confirming ensuring the physical
protection.
3. The technical system of the physical protection; project documentation, tactical- R-S

technical data, application software, passwords, codes, results and analyses of
effectiveness evaluation.

4.  Plans for conducting co-operation exercises of the Police of the Czech Republic with R-C
the licence holder, results and analyses of the exercise.

5. Comprehensive periodic evaluation reports on ensuring the physical protection of the R-C
nuclear facility made by the licence holder.

6.  Co-operation agreements of the licence holder and the Police of the Czech Republic. R-C

The physical protection of nuclear material and nuclear facilities under
the Category Il and III"

7. The proposal of the method and form of ensuring the physical protection. R-C

8.  Analysis of needs and possibilities of ensuring the physical protection, changes in R-C
ensuring the physical protection and certificates confirming ensuring the physical
protection.

9.  The system of security technique for the physical protection; project documentation, R-C
tactical-technical data, passwords, codes, results and analyses of effectiveness
evaluation.

10. Plans for conducting co-operation exercises of the Police of the Czech Republic with R-C
the licence holder, results and analyses of the exercise.

11. Co-operation agreements of the licence holder and the Police of the Czech Republic to R-C
conduct police actions in order to prevent the attack directed against the nuclear
facility.

g 4 par. 9 of the Act N. 18/1997 Coll., to make provisions for peace use of nuclear energy and ionising radiation (Atomic Law) and
altering and supplementing some other laws, as amended.
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The physical protection of transportation of nuclear material under
the Category I and II"

12.

The method of ensuring the physical protection of the transportation.

13.

Comprehensive data containing deadlines, time schedules, diagrams and transportation
routes of nuclear materials, the organization of communication and the reporting
system.

14.

The method of ensuring the physical protection of the transportation of nuclear
materials in guarded area of the nuclear facility.

The physical protection of transportation of nuclear material under
the Category III"

15.

The method of ensuring the physical protection of the transportation.

16.

Comprehensive data containing deadlines, time schedules, diagrams and transportation
routes of nuclear materials and the method of ensuring the dispatcher transportation
monitoring.

Control of the chemical weapons ban

17.

Data of the Office for the Control of the Chemical Weapons Ban exchanged within the
frame of the Organisation for the Chemical Weapons Ban, which has been marked
with its internal classification “Highly Protected”.

Observance of the bacteriological (biological) and toxin weapons ban

18.

Data on defensive research and development programmes containing prohibited
information (i.e. information, which allows directly development or production of
bacteriological /biological/ or toxin weapons, high risk agents or toxins'?).

2. 2(b), (c) and (d) of the Act N. 281/2002 Coll., to regulate some measures relevant to the ban of bacteriological (biological) and toxin
weapons and to amend the Trade Act.
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The list of classified information within the responsibility of

the Office of the Government of the Czech Republic

Type of information Security
classification
1.  Comprehensive planning, preparatory and implementing measures in the area of R-TS
ensuring the security of the Czech Republic.
2. Complex documents concerning the security system of the Czech Republic. R-S
3. Analyses of risks and threats affecting the security of the Czech Republic. R-TS
4.  Reports on the situation in the field of ensuring the security of the Czech Republic. R-TS
5.  Participation of the Czech Republic in performing allied tasks abroad. R-S
6.  Documentation connected with negotiations of the government of the Czech Republic R-TS
and of the State Security Council.
7. The governmental coordination of Intelligence Services operations. R-TS
8. Documentation connected with negotiations of the Intelligence Operations Committee. R-TS
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The list of classified information within the responsibility of

the Intelligence Services of the Czech Republic

EN

Type of information Security
classification
1.  Forms, methods, principles and measures for intelligence operations. R-TS
2. Administrative aids to record classified information. R-TS
3. Intelligence operations plans. R-TS
4.  Evaluation and results of intelligence operations. R-TS
5. Security analyses and security measures to protect important interests of the Czech R-TS
Republic.
6.  Financial support, recording and documents, economy analyses. R-S
7. Organizational structure. R-S
8.  Determined data on forms, methods, means and results of operations, including the R-C
corresponding documentation, produced on the basis of operations of the Intelligence
Services or other security bodies of the State before 31 December 1992.
9. Deployment and protection of determined organizational units of the Intelligence R-TS
Service.
10. Plans of training and training of Intelligence Service members and of persons involved R-S
in intelligence structures.
11. Intelligence and specific means, including their protection. R-TS
12. Information concerning the determined information sources. R-TS
13. Plans of conducting, course and results of determined intelligence operations. R-TS
14. Communications organization, information systems. R-TS
15. Records kept for the purposes of fulfilling tasks within the responsibility of the R-TS
Intelligence Service.
16. Co-operation with intelligence services of a foreign power. R-TS
17.  Membership of determined persons of the Intelligence Service. R-TS
18. Personnel and security records of the Intelligence Service. R-TS
19. Material/technical support and supplies, records and documents, research and R-S

development.
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