Regulation 19/2008 Coll., amending the Regulation 528/2005 Coll.


REGULATION
N. 19/2008 Coll.

of 25 January 2008

amending the Regulation N. 528/2005 Coll., on the Physical Security and Certification of Technical Means

The National Security Authority lays down the following according to S. 33 and S. 53(a), (c), (d), (f) and (j) of the Act N. 412/2005 Coll., on the Protection of Classified Information (hereinafter “the Act“):

Article I

The Regulation N. 528/2005 Coll., on the Physical Security and Certification of Technical Means shall be amended as follows:

1. In S. 2 at the end of the point l) the full stop shall be replaced by comma and the new point (m) shall be added to read as follows:

“m) intruder - a natural person who undertakes activities aimed at defeating technical means and other obstacles designed to protect classified information.”.

2. In S. 3 the new paragraph 7 shall be added after paragraph 6 to read as follows:

“(7) Certified or uncertified technical means will be used to provide protection of security areas category RESTRICTED.”.


Current paragraphs 7 through 11 shall be hereby redesignated as paragraphs 8 through 12, respectively.

3. In S. 3 par. 8 the words “category CONFIDENTIAL and above” shall be added after “… protection of security areas”.

4. In S. 3 par. 9 shall read as follows:

“(9) Classified information will be stored in the security area or in the container, if its marks score is included in the physical security project for the appropriate security area.”.

5. S. 5, including its title, shall read as follows:

“Section 5

Safeguarding of technical devices

(1) Technical devices containing classified information at the level CONDFIDENTIAL and above shall be stored in the security area. The user of the facility shall determine the perimeter of a security area and its categorization and class. The user of the facility shall determine the perimeter of the facility.

(2) The safeguarding of the security area and of the perimeter of the facility according to paragraph 1 shall be provided by a combination of protective physical security measures according to paragraphs 3 to 10 or according to S. 3 par. 2.

(3) The range of application of technical means and other obstacles to provide the protection of classified information in technical devices and methods by which it shall be used shall be determined by the user of the facility in such a manner as to ensure that security guards will be informed of any breaches of security by an intruder and that any potential intruder will be delayed in his attempts to gain access to classified information in the technical device.

(4) Certified or uncertified technical means may be used to provide the protection of security areas and facilities according to paragraph 1. Usually the most resistant technical means will be placed most close to the technical device.

(5) The level of guards of the technical device containing information classified CONFIDENTIAL shall be of the Type 4 or above according to Annex 1 to this Regulation. The level of guards of the technical device containing information classified SECRET shall be of the Type 4 patrolling regularly at intervals not exceeding four hours or of the higher Type according to Annex 1 to this Regulation. The level of guards of the technical device containing information classified TOP SECRET shall be of the Type 5 according to Annex 1 to this Regulation.

(6) The user of the facility shall set time limits for the guards’ response, which must be observed in intervention against the intruder, on the basis of number and type of specific technical means and other obstacles, which the intruder shall overcome to gain access to classified information in the technical device.

(7) The security guards are required to provide a minimum of two persons at any point of the facility or security area where a breach of the protection of classified information occurred in the technical device or at any point of an alarm annunciation or emergency signal without weakening site protection elsewhere.

(8) Security guards action against an intruder shall be within a time limit evaluated by the user of the facility according to paragraph 9 as capable of preventing an intruder from gaining access to classified information in the technical device. The set time limits shall be periodically reevaluated and modified according to new circumstances.

(9) The user of the facility shall specify the time limits in the physical security project. In this case marks score table of physical security measures in the security area provided for in the part 14.3.1 of Annex 1 to this Regulation will not be drawn up.

(10) The responsible person or the security director (security officer) shall approve the physical security project of the security area where technical devices are stored.

(11) Where the technical device is safeguarded according to S. 3 par. 2 the marks scores of the technical device are determined in Annex 1 to this Regulation.”.

6. In S. 8 par. 2 the words “security areas, areas designated as meeting rooms and container” shall be replaced by the words “to the area designated as the meeting room and further to the security area and to the container for storage of RESTRICTED classified information requiring special handling regime and information classified CONFIDENTIAL or above”.

7. In S. 8 the new paragraph 3 shall be added after paragraph 2 to read as follows:

“(3) The user of the facility shall determine the mode of handling keys and identification data to the security area and to the container for storage of RESTRICTED classified information.:”

Current paragraphs 3 and 4 shall be hereby redesignated as paragraphs 4 and 5, respectively.

8. In Annex 1 a new point 1.1.10 shall be added after the point 1.1.9 to read as follows:

“

	1.1.10. Type 0 container:

S1 = 0


A Type 0 container shall be of solid construction (e.g. a box, office furniture) and fitted with a lock, which shall be kept locked. It shall not exhibit such signs of damage or physical wear and tear, which could render identification of attempted unauthorised access impossible. The Authority does not certify the Type 0 container.

The user of the facility shall confirm in the physical security project the compliance of properties of these containers with requirements stated above.”

9. In Annex 1 the new point 2.1.5. shall be added after the point 2.1.4. to read as follows:

“

	2.1.5. Type 0 security area
SS3 = 0


Walls, man-openings, floors and ceilings are of lightweight construction, where for example the following material may be used:

· plasterboard;

· lightweight masonry

· wood, chipboard;

· plastic hardened materials;

· profiled metal sheet or corrugated sheet;

· glass.

The man-openings need not be protected by mechanical barriers, which provide the same degree of resistance as remaining parts of the perimeter of the Type 0 security area, nevertheless the possibility must exist for the control of movement of individuals and vehicles.

The mechanical barriers shall not exhibit such signs of damage or physical wear and tear, which could render identification of attempted access impossible.

The compliance with above mentioned requirements shall be assessed by the user of the facility.”.

10. In Annex 1 the new point 2.2.5. shall be added after the point 2.2.4. to read as follows:
“

	2.2.5. Type 0 locking system

SS4 = 0


The Authority does not certify a Type 0 locking system.”.

11. In Annex 1 the new point 3.5 shall be added after the point 3.4 to read as follows:

“

	3.5. Type 0 facility

S3 = 0


Such a facility shall have a visibly defined perimeter within which the possibility exists for the control of individuals and vehicles.”.

12. In Annex 1, in the Note to the point 5.1, the end of the third paragraph shall be supplemented by the following sentence to read as follows:

“If the technical device is being stored in the security area containing classified information according to S. 5 of this Regulation, the guards shall take action within the time limit specified by the user of the facility (S. 5 par. 9), no matter where the resident guards is located.”.

13. In Annex 1 point 11 including the title shall read as follows:

“11. CONDITIONS GOVERNING THE USE OF TECHNICAL MEANS BEYOND THE EFFECTIVE PERIOD OF ITS CERTIFICATE
Beyond the effective period of the certificate the technical means for the protection of classified information shall not be purchased and reused.

This technical means may continue to be used only in cases where it has been proved that the technical means had been procured and employed within the period of validity of the certificate at the same state body, legal person or natural person pursuing business as where the subsequent use takes place. Its further employment shall be contingent upon carrying out a functional test of the technical means on the date of its putting into service; the record of results of the functional test shall be deposited with the user of the facility.

Beyond the effective period of the certificate the technical means may be used on condition that it is fully operational. This must be verified by the functional test. In the case of mechanical barriers and devices for physical destruction of information the functional test shall be proved by the record signed by the user of the facility or by the responsible person authorized by him/her. If other technical means are tested the functional test shall be proved by the test certificate or by a record in the operation book. Time periods are determined in S. 10 of the Regulation.”.

14. In Annex 1 point 12.1, the fourth table, shall read as follows:
	“RESTRICTED CATEGORY SECURITY AREA
for the storage of classified information requiring special handling regime (e.g. CRYPTO)



	Mandatory: (S1) + (S2) + (S3)
	2

	Additional: (S4) + (S5) + (S6)
	1

	Total score
	  3”


15. In Annex 1 point 12.1, the table shall be added after the fourth table to read as follows:
	“RESTRICTED CATEGORY SECURITY AREA



	S1 = Type 0 container

	S2 = Type 0 security area and Type 0 locking system

	S3 = Type 0 facility


16. In Annex 1 a new text shall be added on the independent line, in the Note to the point 12.1., after the text, “Only one State body, legal person or a person pursuing business may use a specified facility, security area for activities relating to the protection of classified information, to read as follows:

“In the case of RESTRICTED category security area – only one from the above established conditions (S1), (S2) or (S3) does not have to be applied. If the facility perimeter corresponds with the security area perimeter, then the measure determined for the security area shall be implemented; nevertheless, in this case it is no longer permissible to waive implementation of measures concerning the container.”,

17. In Annex 1, in the Note to the point 12.1., the sentence “Only one of (S1), (S2) or (S3) may score zero.” shall be replaced by the sentence “In the case of RESTRICTED category security area intended for storage of classified information, which requires the special handling regime, and in the case of CONFIDENTIAL category security area and above - only one of (S1), (S2) or (S3) may score zero.”.

18. In Annex 1 the title of the point 13.2.3. shall read as follows: “13.2.3. Destruction of data carriers”.
19. In Annex 1, in the point 13.2.3., the wording “Requirements for destruction of diskettes and compact discs:

· requirements for devices designed solely for the purposes of physical destruction of diskettes and compact discs for all security levels:” shall be amended to read as follows:

“Requirements for devices designed solely for the purposes of physical destruction of diskettes and compact discs for all security levels:

	13.2.4. Destruction of data carriers type PC
No points score


20. In Annex 1 in point 13.2.3, the wording “Requirements for destruction of magnetic tapes, memory chips and hard discs:” shall be amended to read as follows:

“Requirements for destruction of magnetic tapes, memory chips and hard discs:

	13.2.5. Destruction of data carriers type PC1
No points score”


21. In Annex 1, in the title of the part 14., the following shall be added after the word “SECURITY” – “IF CONFIDENTIAL CATEGORY SECURITY AREAS AND ABOVE ARE LOCATED IN THE FACILITY”.
22. In Annex 1 part 14., the Note to the part 14. shall be hereby deleted.

23. In Annex 1 the part 15. shall be added after the part 14. to read as follows including the title:

“Section 15. STRUCTURE OF THE PHYSICAL SECURITY PROJECT IF RESTRICTED CATEGORY SECURITY AREAS ARE LOCATED IN THE FACILITY
15.1. DETERMINING FACILITIES, SECURITY AREAS, INCLUDING THEIR PERIMETER, AND CLASSES OF SECURITY AREAS

· Determining the perimeter surrounding the facility (location in the area/building, points of access, height of windows, resident guards post).

· The facility perimeter shall be drawn in the drawing part of the Technical documentation of the physical security (point 15.2 of the Annex).

· Determining security areas within the facility and their class. The distinction shall be drawn whether these are storage rooms for classified information, sites with information system, permanently manned areas by staff normally working in these areas or combination of these types.

· Determining the perimeter of security areas (location within the facility, strength of walls, points of access, height of the lower edge of man-openings above surrounding ground) and drawing it in the drawing part of the Technical documentation of the physical security (point 15.2. of the Annex).

15.2. TECHNICAL DOCUMENTATION OF THE PHYSICAL SECURITY

This documentation shall be structured as follows:

· Drawing documentation, which identifies in particular the boundary of the facility, perimeters of security areas and location of technical means designed for the protection of classified information within the facility and within security areas.

· Technical means documentation, which contains in particular specification (the name, number, and also the location in the case of more types of one class of technical means) and basic data:

a) Certified technical means – a copy of the certificate and annexes from the installation period (in the absence of the annex the type and evaluation of the technical means shall be described).

b) Uncertified technical means – a record of check of compliance from the installation period (the specification shall be stated and methods by which the means shall be used).
c) Verification of functionality of technical means under conditions as laid down by the user of the facility.
Note to the point 15:

In the case of the security area intended for storage RESTRICTED classified information, which requires the special handling regime, the mark scores table shall be drawn up of physical security measures of the security area according to the point 14.3.1.”.

Article II

Coming into force

This Regulation comes into force on 15 February 2008.

Director:

Ing. Navrátil
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