SMLOUVA
MEZI -
VLADOU CESKE REPUBLIKY
A
VLADOU AZERBAJDZANSKE REPUBLIKY
.
VYMENE A VZAJEMNE OCHRANE

UTAJOVANYCH INFORMACI




Viada Ceske republiky a viada Azerbajdzanskeé republiky (dale jen ,smiuvni strany*),
-pfejice si dale posilit stavajici pratelske vztahy mezi staty smiuvnich stran,

uznavajice dlleZitost vymény utajovanych informaci pro Uspésnou spolupraci mezi
staty smluvnich stran,

majice spoleény zajem na vymeéné utajovanych informaci v soulady S pravnimi
predpisy statli smluvnich stran,

prejice si vytvofit soubor pravidel pro vzajemnou ochranu utajovanych informaci
vyménénych nebo vytvofenych staty smiuvnich stran,

se dohodly takto:

CLANEK 1
VYMEZENI POJMU
Pro ucel této Smlouvy se rozumi:

1. ‘"utajovanou informaci* Jjakakoli informace poskytnutd, pfijata nebo vytvofena podle
teto Smlouvy, kterd v soulady s pravnimi pfedpisy statu nékteré ze smiluvnich
stran vyZaduje ochranuy proti vyzrazeni, zneuziti nebo ztrate, jeZ mohou zptsobit
Ujmu zajmim nebo bezpeénosti staty nékteré ze smluvnich stran, a ktera byla

oznacena stupném utajeni, a to bez ohledu na svoji formu;

2. “ochranou utajovanych informaci” Opatfeni stanovena pravnimi predpisy statu
nékteré ze smiuvnich stran uréena k pfedeijiti vyzrazeni, zneusiti nebo ztraté
utajované informace:

3. ‘“vyzrazenim, zneugitim nebo ztratou utajované informace” ztrata ddvérnosti,
integrity nebo dostupnosti utajované informace jako dlsledek poruseni pravidel
ochrany utajovanych informac;i stanovenych pravnimi pfedpisy statu nékteré ze
smluvnich stran: :

4. "ozna&enim stupné utajeni" tdaj o stupni utajeni pridéleném dané informaci;
5. "opravnénymi subjekty" organy statu nebo pravnické osoby opravnéné v soulady

S pravnimi piedpisy statu nékteré ze smiuvnich stran k nakladani s utajovanymi
informacemi:

6. "kompetentnimi organy" organy statu smluvnich stran odpovédné za provadéni
této Smlouvy a dozor nad nim;

7. "osvédgenim fyzické osoby" ufedni listina stanovujici, Ze fyzicka osoba je
zplsobila mit pristup k utajovanym informacim;




"kontraktem" smiouva mezi opravnénymi subjekty statd smiuvnich stran, ktera
obsahuje utajovanou informaci nebo jejiz plnéni zahrnuje vyménu nebo vytvaieni
utajovanych informaci;

Jreti stranou” stat veetné pravnickych a fyzickych osob pod jeho jurisdikei nebo
mezinarodni organizace, které nejsou smluvni stranou této Smiouvy.

CLANEK 2
UCEL SMLOUVY
Ugelem této Smlouvy je zajistit vzajemnou ochranu utajovanych informaci
vymeéneénych nebo vytvofenych v pribéhu  bilateralni spoluprace mezi
kompetentnimi organy a opravnénymi subjekty.

Tato S,mlouva’ neupravuje vyménu utajovanych informaci oznaCenych jako
PRISNE TAINE/XUSUS| 8HBMIYYSTLI/TOP SECRET.

Tato Smlouva se neaplikuje na vymeénu utajovanych informaci mezi
zpravodajskymi sluzbami statl smluvnich stran.

CLANEK 3
SROVNANi STUPNU UTAJENI
1. Rovnocennost narodnich stuprili utajeni a odpovidajicich oznageni je
nasledujici: :

V Ceskeé republice V Azerbéjdiénské Ekvivalent v angliétiné
republice '
TAINE TAM MO XF! SECRET
DUVERNE MOXFI CONFIDENTIAL
VYHRAZENE Bez ekvivalentu RESTRICTED

2. Ceské utajované informace oznadené jako VYHRAZENE budou v
Azerbajdzanské republice chranény jako utajované informace oznadené jako
- MBXFI.

CLANEK 4
KOMPETENTNI ORGANY
. Kompetentni organy smluvnich stran:

za viadu Ceské republiky — Narodni bezpelnostni urad;
za vladu Azerbajdzanské republiky — Ministerstvo narodni bezpedénosti.




2. Kompetentni organy se vzajemné informuji o dalgich opravnénych subjektech,
ktere jsou také odpovédné za provadéni této Smilouvy.

o CLANEK 5 ,
OPATRENI PRO OCHRANU UTAJOVANYCH INFORMACI

1. Poskytujici opravnény subjekt:
a) zajisti, Ze utajovana informace Je oznagena prislusnym stupném utajeni v
souladu s pravnimi predpisy jeho statu:
b) informuje pfijimajici opravneény subjekt o véech podminkach poskytnuti
- utajované informace;
c) informuje pfijimajici opravnény subjekt o vsech naslednych zmeénach
nebo zruseni stupné utajen;.

2. Prijimajici opravnény subjekt:

a) zajisti oznadeni utajované informace stupném utajeni v souladu
s ¢lankem 3 této Smlouvy; '

b) poskytne utajované informaci stejnou Uroveni ochrany jako poskytuje
narodnim utajovanym informacim rovnocenného stupné utajeni
v souladu s ¢lankem 3 této Smlouvy;

c) zajisti, Ze stupef utajeni nebude bez pisemného souhlasu poskytujiciho
opravnéného subjektu zmé&nén nebo zrusen;

d) zajisti, Ze utajovana informace nebude poskytnuta tieti strané bez
pfedchoziho pisemného souhlasu poskytujiciho opravnéného subjektu;

e) pouzije utajovanou informaci pouze kucCelu, za kterym mu byla
poskytnuta, a v souladu s poZadavky na nakladani s ni, stanovenymi
poskytujicim opravnénym subjektem.

3. Pristup k utajovanym informacim vymeénénym nebo vytvoFenym podle této
Smlouvy Ize umoZznit pouze osobam, které jsou drziteli osvédéeni fyzické osoby,
nebo jsou k tomu jinak opravnény v souladu s pravnimi pfedpisy statu piislusné
smluvni strany.

4. Smluvni strany si mohou uznavat sva osvedCeni fyzickych osob v souladu
$ pravnimi pfedpisy svych statl. Clanek 3 odstavec 1 této Smlouvy se pouzije
obdobné. Kompetentni organy si bezodkladné oznamuji zmény tykajici se
uznanych osvédceni fyzickych osob. zejmena v pfipadech jejich zrudeni nebo
ukonéeni jejich platnosti. . '

CLANEK 6
PREDAVANi UTAJOVANYCH INFORMACI
1. Pred poskytnutim utajované informace pozada poskytujici opravnény subjekt
O pisemné potvrzeni kompetentniho organu svého statu o tom, ze pfijimajici
opravnény subjekt je zpUsobily k nakladani s utajovanymi informacemi.

2. Utajované informace se pfedavaji pfimo mezi staty smluvnich stran
diplomatickymi kanaly nebo vladni Kuryrni sluzbou. Utajované informace mohou
byt také pFedavany elektronickymi  nebo  jinymi prostfedky v souladu
s bezpecnostnimi pravidly fadné schvalenymi kompetentnimi organy. Prijimajici




opravnény subjekt potvrdi pfijeti informace.

CLANEK 7
NAKLADY
Naklady vznikié v souvislosti s provadénim této Smlouvy si smluvni strany hradi samy.

CLANEK 8
KONTRAKTY
Sjednavaneé kontrakty obsahuji nasledujici:

a) seznam utajovanych informaci a oznacen| jejich stupnil utajent;

b) zavazek chranit vyménéné nebo vytvorené utajované informace v soulady
s touto Smlouvou:

¢) ureni bezpeénostnich opatieni na ochranu utajovanych informaci souvisejicich
s kontraktem;

d) podminky pouziti utajovanych informaci:

e) zavazek pfedat utajované informace teti strané pouze s pfedchozim pisemnym

~ souhlasem poskytujiciho opravnéného subjektu;

f) pravidla pro feSeni sport a nahradu Skody zplisobené vyzrazenim, zneuzitim
nebo ztratou utajované informace.

CLANEK 9
KONZULTACE
1. Kompetentni organy si vymeéni texty pravnich pfedpisG svych statd tykajici se
- ochrany utajovanych informaci nezbytné pro provadéni této Smiouvy.
Kompetentni organy se bezodkladné informuji o zménach pravnich piedpist
svych statll vztahujicich se k této Smiouvé a vyZaduijicich jeji zmény.

2. 'V zajmu udrZeni spoluprace v provadéni této Smlouvy budou kompetentni organy
provadét vzajemné konzultace.

- 3. Na Zadost si kompetentni organy poskytnou v souladu s pravnimi predpisy svych
statl soucinnost pfi provadéni bezpecnostnich fizeni o vydani osvéddeni
fyzickych osob.

CLANEK 10
NAVSTEvVY
1. Navstévy vyzadujici pfistup k utajovanym informacim podiéhaji pfedchozimu
pisemnému povoleni pfisluéného kompetentniho organu, pokud se kompetentni
organy nedohodnou jinak.

2. Zadost o povoleni navstévy se podava prostfednictvim kompetentnich organd
alesponi tficet dnti pfed jejim zahajenim.

3. Zadosti o povoleni navstévy se podava v souladu s vnitrostatnimi postupy
hostitelské smiuvni strany a obsahuji nasledujici:
a) Ucel navstévy vietné nejvyssiho stupne utajeni informaci, ke kterym
bude pfistup vyZadovan:
b) jméno a pfijmeni, datum a misto narozeni, statni obdanstvi, &islo
cestovniho pasu navstévnika:




C) specializaci a pracovni zafazeni navstévnika a nazev opravnéného
subjektu, ktery zastupuje;

d) informace o osvédéeni fyzické osoby navstévnika:

e) navrhované datum a délku navstévy;

f) nazev, adresu, telefonni/faxové ¢islo opravnéného subjektu, ktery bude
navstiven;

g) jméno a pfijmeni kontaktni osoby opravnéného subjektu, ktery bude
navstiven;

h) potvrzeni osvédéeni fyzické osoby navétévnika kompetentnim organem.

4. Navstévnici musi byt hostitelskym opravnénym subjektem poudeni o svych
povinnostech a o pfedpisech tykajicich se ochrany utajovanych informaci.

CLANEK 11
BEZPECNOSTNI INCIDENTY
1. Kompetentni organy se bezodkladné informuji o bezpe&nostnim incidentu, pfi
kterem doSlo k vyzrazeni, zneusiti nebo ztraté utajované informace, nebo
0 podezieni, Ze k takovému incidentu doslo.

2. Kompetentni organ, ktery bezpecnostni incident zjisti, podnikne ve vztahu k nému
vSechny nezbytné kroky v souladu s pravnimi pfedpisy svého statu a informuje
kompetentni organ druhé strany o vysledku a pfijatych opatrenich.

CLANEK 12
SPORY
Jakykoliv spor tykajici se vykladu nebo aplikace této Smlouvy bude fesen jednanim
mezi kompetentnimi organy smiuvnich stran.

CLANEK 13
JAZYK SPOLUPRACE
Spoluprace podle této Smiouvy se uskutedriuje v jazyce anglickém.

CLANEK 14
ZMENY
Tuto Smiouvu Ize zménit nebo doplnit na zakladé vzajemného souhlasu smiuvnich
stran, jez musi byt zadlenén jako samostatny dodatek, ktery je nedilnou soudasti
znéni této Smiouvy, a ktery vstoupi v platnost na zakladé ustanoveni &lanku 15 této
Smiouvy.

CLANEK 15 )
UCINNOST, DOBA PROSAZOVANI A VYPOVED SMLOUVY
1. Tato Smlouva vstoupl v platnost prvni den druhého mésice nasledujiciho po
doruceni pozd&j§iho oznameni diplomatickou cestou mezi smiuvnimi stranami
informujiciho o tom, ze byly spinény viechny vnitrostatni podminky pro vstup této
Smlouvy v platnost.

2. Tato Smlouva se sjednava na dobu neurgitou.




3. Kazda ze smluvnich stran ma pravo tuto Smiouvu kdykoliv pisemné vypovédét.
V takovem pfipadé je platnost Smlouvy ukondena Sest mésich po dni, kdy bylo
pisemné oznameni o vypovédi doruéeno druhé smiuvni strané.

4. V pfipadé vypovézeni této Smlouvy budou opatfeni na ochranu utajovanych
informaci uvedena v této Smilouvé nadale uplatiiovana do doby zrueni stupné
utajeni poskytujicim opravnénym subjektem.

Danowv...... Bﬁfé(/ ............................... dne 7 4"6%"“' 20/ ve

dvou plvodnich vyhotovenich, kaZdé v Geském, azerbajdzanském a anglickém
jazyce, pficemz vSechna znéni jsou stejné autenticka. V pfipadé rozdilnosti ve
vykladu je rozhodujici znéni v jazyce anglickém.

Za vladu Ceské _ Zaviadu
republiky Azerbajdz_anske
republiky




AGREEMENT
BETWEEN
THE GOVERNMENT OF THE CZECH REPUéLIC
AND
THE GOVERNMENT OF THE REPUBLIC OF AZERBAIJAN
ON THE EXCHANGE
AND MUTUAL PROTECTION

OF CLASSIFIED INFORMATION




The Government of the Czech Republic and the Government of the Republic of
Azerbaijan hereinafter referred to as "the Parties",

Wishing to further strengthen existing mutual friendly relations between the states of
the Parties,

Recognizing the importance of the exchange of classified information for fruitful
cooperation between the states of the Parties

3

Having mutual interest to exchange classified information in accordance with the
national legislation of the state of either Party,

Desiring to create a set of rules on the mutual protection of classified information
exchanged between or generated by the states of the Parties,

Agreed upon the following:

ARTICLE 1
DEFINITIONS
For the purpose of this Agreement:

1. “classified information” means any information released, received or generated
according to this Agreement that, in accordance with the national legislation of
the state of either Party, requires protection against unauthorised disclosure,
misappropriation or loss which can cause damage to national interests or
security of the state of either Party, and has been marked with security
classification level marking, regardless of its form:

2. “protection of classified information” means measures to prevent unauthorized
disclosure, misappropriation or loss of classified information defined by the
national legislation of the state of either Party;

3. “unauthorized disclosure, misappropriation or loss of classified information”
means loss of confidentiality, integrity or availability of classified information as a
result of a breach of rules on the protection of classified information defined by the
national legislation of the state of either Party;

4. "security classification level marking" means the indication of security classification
level given to the information:

5. “the authorized entities” means the state bodies and legal entities authorized in
accordance with the national legislation of the state of either Party to handle
classified information:

6. “the competent bodies” means the state bodies of the Parties responsible for the
implementation and oversight of this Agreement;

7. "personnel security clearance” means an official document which stipulates that a
natural person is eligible to have access to classified information:




o

information:

9. "third party” means any state includin

‘contract” means agreement between the
Parties which contains or involves

jurisdiction or international organization

ARTICLE 2

authorized entities of the states of the
the exchange or generation of classified

g legal entities or natural persons under its
not being a party to this Agreement.

THE OBJECTIVE OF THE AGREEMENT
1. The objective of this Agreement is to ensure the mutual protection of Classified

Information exchanged or generated in the cour

competent bodies and authorized entities.

2. Tf}[S Agreemen't shall not cover the
PRISNE TAIJNE/XUSUSI OHOMIYY

- 3. This Agreement shall not a
the intelligence services of t

ARTICLE 3

se of bilateral co-operation between

exchange of classified information marked as
OTLI/TOP SECRET.

pply to the exchange of Classified Information between
he states of the Parties.

COMPARISON OF SECURITY CLASSIFICATION LEVELS

1. The equivalence of national security

classification markings are as follows:

classification levels and appropriate security

In the Czech Republic -

In Azerbaijan Republic

Equivalence in English

TAINE TAM MOXF| SECRET
DUVERNE MOXFI CONFIDENTIAL
VYHRAZENE No equivalent RESTRICTED

2. Czech classified information marked as VYHRAZENE released to the Republic of
Azerbaijan shall be protected as classified information marked as MOXFI.

1. Competent bodies:

On behalf of the Government of the Czech Republic -
On behalf of the Government of the Republic of Aze

Security.

ARTICLE 4

COMPETENT BODIES

National Security Authority;
rbaijan — Ministry of National

2. The competent bodies shall inform each other about their official contact details and

other authorized entities that are also res

Agreement.

ponsible for the implementation of this




ARTICLE 5
MEASURES FOR THE PROTECTION OF CLASSIFIED INFORMATION
1. The originating authorized entity shall:

a) ensure that classified information is marked with appropriate security
classification level markings in accordance with the national legisliation
of its state:

b) inform the recipient authorized entity of any release conditions of
classified information:

c) inform the recipient authorized entity of any subsequent changes in
classification or declassification.

2. The recipient authorized entity shall:
a) ensure that classified information is marked with security
classification level marking in accordance with Article 3 of this
Agreement;

b) afford the same degree of protection to classified information as
afforded to its national classified information of equivalent security
classification level in accordance with Article 3 of this Agreement;

C) ensure that classified information is not declassified nor its
classification changed, except if authorized in writing by the originating
authorized entity;

d) ensure that classified information is not released to a third party
without the prior written consent of the originating authorized entity;

e) use classified information only for the purpose it has been released for
and in accordance with handling requirements stipulated by the
originating authorized entity.

. Access to Classified Information exchanged or generated according to this
Agreement shall be limited to natural persons who are holders of the personnel
security clearance or are otherwise duly authorized in accordance with the
legislation of the state of the respective Party.

. The Parties may recognize their personnel security clearances in accordance with
the national legislation of their states. Article 3 paragraph 1 of this Agreement shall
apply accordingly. The competent bodies shall promptly notify each other about
changes in recognized personnel security clearances especially in cases of their
revocation or termination.

ARTICLE 6
TRANSMISSION OF CLASSIFIED INFORMATION
. Prior to the release of classified information, the originating authorized entity shall
request the prior written confirmation from the competent body of its state that the
recipient authorized entity is eligible to handle classified information.

. Classified information shall be transmitted directly between states of the Parties
through diplomatic channels or the governmental courier service. The classified
information may also be transmitted by electronic or other means in accordance with
security procedures duly approved by the competent bodies. The recipient
authorized entity shall confirm. receipt of the information. :




ARTICLE 7

EXPENSES
The Parties shall bear their own expenses incurred in the course of implementation of
this Agreement.

ARTICLE 8
CONTRACTS
Negotiated contracts shall include the following:

a) list of classified information and their security classification level
markings;

b) commitment to protect exchanged or generated classified information
according to this Agreement;

c) specification of security measures for protection of classified
information related to the contract;

d) conditions for the use of classified information:

e) commitment to release classified information to a third party only upon
the prior written consent of the originating authorized entity;

f) rules for dispute settlement and reparation of eventual damage
caused by unauthorized disclosure, misappropriation or loss of
classified information.

ARTICLE 9
CONSULTATIONS
1. The competent bodies shall exchange the national legislation of their states
concerning protection of classified information necessary for the implementation of
this Agreement. The competent bodies shall promptly notify each other about
changes in national legislation of their states related to this Agreement and which
requires changes in it.

2. In order to maintain cooperation concerning implementation of this Agreement the
competent bodies shall on request conduct consuitations.

3. On request, the competent bodies shall, in accordance with the national legisiation
of their states, assist each other during the personnel security clearance
procedures.

ARTICLE 10
VISITS
1. Visits requiring access to classified information are subject to the prior written
consent of the respective competent body, unless otherwise agreed between the
competent bodies.

2. Requests for visit shall be submitted through the competent bodies at least thirty
days in advance of the starting date of the visit.

3. Requests for visit shall be submitted in accordance with national procedures of the
host Party and shall include the following:

a) purpose of the visit including the highest level of classified information
to be involved;

b) first and last name, place and date of birth, citizenship and passport
number of the visitor;




c) specialty and position of the visitor, name of the authorized body
which the visitor represents:

d) information about security clearance of the visitor;

e) proposed date and duration of the visit:

f) name, address, phone/fax number of the authorized entity to be
visited;

g) first and last name of the point of contact of the authorized entity to be
visited;

h) confirmation of the personnel security clearance of the visitors given
by the competent body.

4. Visitors shall be briefed by the host authorized entity about their responsibility and the
rules regarding the protection of classified information.

ARTICLE 11
BREACHES OF SECURITY
1. The competent bodies shall immediately inform each other of a breach of security
resulting in an unauthorized disclosure, misappropriation or loss of classified
information or suspicion of such a breach.

2. The competent body which identified the breach of security shall conduct all necessary
actions in accordance with the national legislation of its state regarding the incident and
inform the other competent body about the outcome and the measures adopted.

ARTICLE 12
DISPUTES
Any dispute regarding the interpretation or application of this Agreement shall be settled
by negotiation between the competent bodies of Parties.

ARTICLE 13
LANGUAGE OF COOPERATION
The cooperation under this Agreement shall be effected in the English language.

ARTICLE 14
AMENDMENTS
This Agreement may be changed or amended by mutual consent of the Parties which
shall be incorporated by separate protocols, being an integral part of the present
Agreement and entering into force under the terms of the Article 15 herein.

ARTICLE 15
EFFECTIVENESS, ENFORCEMENT PERIOD
AND TERMINATION OF THE AGREEMENT
1. This Agreement shall enter into force on the first day of the second month following
the date of receipt of the last of notifications through diplomatic channels between
the Parties, stating that the internal legal procedures for this Agreement to enter into
force have been fulfilled.

2. This Agreement is concluded for an indefinite period of time.

(OS]

Each of the Parties is entitled to terminate this Agreement in W(iting at any
time. In such a case, the validity of this Agreement shall expire after six




months following the day on which the other Party receives the written notice
of the termination.

4. In case of termination of this Agreement, protection measures specified in this
Agreement regarding classified information shall continue to be applied until the
declassification by the originating authorized entity.

Done in Baku on May ",/.?‘;”'2011 in two originals, in the Czech, Azerbaijani and English
languages, each text being equally authentic. In case of different interpretation the
English text shall prevail.

For the Government of For the Government of
the Czech Republic the Republic of Azerbaijan




