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	1. Introduction



In the year 2007 activities of the National Security Authority (hereinafter “the Authority”) were predominantly focused on following main areas in accordance with its responsibilities and tasks determined by the Act N. 412/2005 Coll., on the Protection of Classified Information (hereinafter “the Act”):
· evaluation of legal regulations governing the protection of classified information and security eligibility on the basis of application practice under conditions of the public administration, the sphere of business and in the case of natural persons, as well as under conditions of the Authority itself. Application of knowledge in amending the current legal regulation with a view to eliminating its defects and improving relationship with requirements of international communities, the member of which is the Czech Republic;
· deciding applications of natural persons, applications of facilities and applications for the certificate and conducting security clearance procedure;
· certification of technical means, information systems, cryptographic devices, cryptographic sites and screened chambers;
· cooperation with security authorities of the North Atlantic Treaty Organization (NATO) and European Union (EU) member nations and with correspondent candidate states for accession to these organizations (mutual consultations, preparation of proposals concerning negotiating international agreements), as well as participation of the Authority’s specialists in the work and negotiations of NATO and EU bodies.
· application of the legal regulation concerning the protection of classified information and security eligibility in the conduct of tasks mentioned above, performance of the state supervision and providing methodical support targeting fixing of the legal conscience of all subjects involved and unification of the application practice in the given area by training, publication of detailed description of procedures, other source materials and documents in electronic form on websites of the Authority, and, last but not least, by dealing with questions concerning the correct application of the legal regulation.
	2. Activities of the Authority


	2.1 Legislative and legal activities


2.1.1. External legislative activities

In the year 2007 the Act on the Protection of Classified Information has been amended three times as follows: by the Act N. 119/2007 Coll., the Act N. 177/2007 Coll. and the Act N. 296/2007 Coll.
· the Act N. 119/2007 Coll., eliminates some shortcomings in the legal regulation governing the area of protection of classified information, and some non-conformances with international obligations of the Czech Republic towards NATO, which have been discovered on the basis of the inspection carried out by NATO representatives. The Authority established a draft amendment and participated in the legislative process of approving of the proposal of this Act from the government.
· the Act N. 177/2007 Coll., the presenter of which was the city council in Prague, determines the responsible person of the city district Prague and integrates the city district into the framework of bodies of the state.
· the Act N. 296/2007 Coll., amending the Act N. 182/2006 Coll., on Insolvency and its Resolution (Insolvency Act), as amended, and some other acts, as a result of its enactment, i.a. it also amends the Act on the Protection of Classified Information. For the implementation of these amendments, the Authority has prepared the amended regulation on industrial security (the Regulation N. 11/2008 Coll.).
In addition, the Authority prepared the government draft act amending the Act N. 412/2005 Coll., on the Protection of Classified Information, as amended, Act N. 499/2004 Coll., regulating records archive and documents service, and altering some other laws, as amended, and the Act N. 106/1999 Coll., on Free Access to Information - Freedom of Information Act, as amended. Draft act has been drawn up on the basis of the Government Resolution N. 574 of 30 May, 2007, whereby the government approved the document “the Framework of Draft Amendment of Legal Regulations in the Area of Protection of Classified Information and Archive and Documents Service”. The mentioned amendment has been published in the Collection of Laws of the Czech Republic as the Act N. 32/2008 Coll.
The aim of amendment shall be the following:

· accelerate movement of classified information at the level RESTRICTED, particularly in the case of releasing of classified information within the framework of international cooperation and within activities of the Czech Republic in international organizations;
· make changes in the area of recognition of security clearances issued by authorities of a foreign power with the aim to provide for more operative and faster accessing the national classified information by holders of the security clearance of a foreign power;
· regulate changes in the area of NATO documents marked as NATO UNCLASSIFIED, or LIMITE within the EU, and confirm legally in the Czech Republic minimum requirements of NATO and EU for handling of these documents, which have yet to be modified. In view of the fact that this is unclassified information, the regulation has been incorporated in the Act N. 499/2004 Coll., regulating records archive and documents service, and altering some other laws, as amended.
As a result of changes being proposed in the Act on the Protection of Classified Information the Authority drew up a draft amendment to the Regulation on Physical Security and Certification of Technical Means (Regulation N. 19/2008 Coll.) and a draft amendment to the Regulation on the Administrative Security and Registries of Classified Information (Regulation N. 55/2008 Coll.).

In addition, the Authority participated actively in other draft amendments to acts involved in the supporting act to the Act on the Protection of Classified Information, which were being prepared by ministries or other bodies of the State Administration in connection with acceptance of new acts or in connection with amendments to the current acts.

Within the framework of the interdepartmental comment procedure, the Authority dealt with a range of comments on draft legal regulations submitted by ministries and other bodies of the State Administration.
2.1.2. Internal legislative activities
During the year 2007 altogether 20 new internal directive acts of the Authority have been issued and another 14 ones have been amended. These measures have been commanded partly by the need to ensure the organizational implementation of the new legal regulation in the field of protection of classified information and further by the need to respond to changes in the legal order of the Czech Republic, which were required to be implemented into conditions of the Authority, as well as by efforts to make clearance procedure within the Authority more effective.
2.1.3. Legal activities
During the year 2007 107 events of the breach of the law were notified, 76 thereof in the field of classified information and 31 in the field of security eligibility. 17 cases were dealt with by another body, 41 were not proceeded with, in one case information was presented to the police on the commission of crime, in four cases sufficiency of evidence has not been accumulated yet, which would permit commencement of administrative proceedings. In 44 cases administrative proceedings were commenced with natural and legal persons for breach of duties in the field of protection of classified information., in 39 cases thereof with natural persons and in five cases with a legal person. In one case the administrative proceedings were not proceeded with, in 5 cases the admonition and in 31 cases a fine was imposed. The total amount of fines reached 77.500,- CZK, 28.000,- CZK thereof is the sum of money paid by natural persons and 42.000,- paid by legal persons. 
Administrative proceedings

	Person
	Administrative proceedings commenced
	Number of fines imposed
	Administrative proceedings discontinued 
	Pending administrative proceedings 

	Natural
	39
	31
	1
	7

	Legal
	5
	5
	-
	0

	Total amount
	44
	36
	1
	7


Frequency of breach of protection of classified information
	Person


	Security area


	Access of unauthorized persons to classified information

	
	Administrative
	Information systems
	Physical
	Industrial
	Personnel
	

	Natural
	21

	12
	2
	-
	36
	2

	Legal
	1

	-
	-
	4
	-
	1

	Total amount
	22
	12
	2
	4
	36
	3


Further inseparable form of legal activities shall be the disposing of claims for compensation damages caused by unlawful decision or by improper management of affairs, according to the Act N. 82/1998 Coll. to regulate the liability for damage caused upon the decision of a state authority, or maladministration thereof, as amended. Currently seven applicants assert a claim for compensation of this damage.
The important part of legal activities shall also be the processing of draft agreements to be concluded by the Authority and the comment procedure concerning these drafts. In the year 2007 the legal department participated in preparation of almost 80 draft agreements, these are in particular agreements being concluded according to the Civil Code and Commercial Code. Other area of activities of the legal department is processing of legal views concerning application of legal regulations for the Authority organizational units’ convenience, ensuring cooperation with the Office of Industrial Property in the protection of industrial property matters and recording of discharge of legislative obligations resulting from the membership in the EU within the powers of the Authority through the Information System for the Approximation of Law (ISAP).
	2.2 International cooperation of the Authority



In the area of international cooperation the Authority discharged duties, as an on-going process, resulting from the Act, international agreements to which the Czech Republic is bound, and further obligations arising out of the membership of the Czech Republic in NATO and EU. The Authority also supervised security and distribution of NATO and EU classified information released to the Czech Republic under the membership in these organizations, as well as security of classified information of partner states released under bilateral and multilateral international agreements on mutual protection of classified information (hereinafter “agreement on the protection of classified information”).
2.2.1. International agreements
As the central administrative body in the area of protection of classified information, the Authority has in its competence preparation of proposals for negotiating agreements on the protection of classified information. Fundamental for the Authority to determine priorities in this area is the operational need to exchange classified information with particular states and the need to provide an appropriate degree of protection for this information. Negotiation agreements on the protection of classified information is fully consistent with foreign political interests of the Czech Republic as well as with obligations arising out for the Czech Republic from the membership in NATO and EU.

Agreements on the protection of classified information regulate the form of releasing of classified information between the Czech Republic and other party to the agreement, the protection of classified information being released and cooperation of administrative bodies responsible for its protection. Due to the fact that these agreements govern matters, the regulation of which shall be subject to the law, as well as rights and obligations of persons, these are agreements, which may only be ratified on the basis of approval of both chambers of the Parliament, in accordance with Article 49 of the Constitution. Within the intention of the government regulation on negotiation, discussions at the national level, implementation and termination of validity of international agreements, which was approved by the Government Resolution N. 131 of 11 February 2004, these are international agreements of presidential category.
Agreements on the protection of classified information shall be negotiated in accordance with constitutional order, in accordance with other parts of national legislation of the Czech Republic and in accordance with international-law obligations of the Czech Republic (including Union law and NATO security standards). Concerning EU legal regulations, one of the most important is the Council Decision 2001/264/EC of 19 March 2001, as amended by subsequent decisions, adopting the Council’s security regulations, and further the Commission Decision 2001/844/EC of 29 November 2001, as amended by subsequent decisions. In addition, the agreements reflect generally accepted principles and established practice of the international law. 
2.2.1.1. Evaluation of negotiation of agreements on the protection of classified information for the year 2007
In the year 2007 previously commenced expert negotiations continued. Team of negotiators acted in accordance with a model draft directive regulating expert negotiations on draft agreements on the protection of classified information.

In the year 2007 expert negotiations concerning agreements stated below had been completed. Currently proposals for negotiations are at various stages of the approval process being under way at the national level.
· Security Agreement Between the Czech Republic and the Kingdom of Sweden Concerning the Exchange and Mutual Protection of Classified information
The government has approved the agreement concerned by its resolution N. 229 of 12 March 2007. Due to the fact that the national approval process has yet to be terminated by the Swedish party the Agreement has not been signed yet.
· Agreement Between the Czech Republic and the Kingdom of Spain on the Exchange and Mutual Protection of Classified information
The agreement has been approved by the Government Resolution N. 720 of 27 June 2007. Both parties agreed to sign the agreement until the mid-year 2008.
· Agreement Between the Czech Republic and the Republic of Finland on the Exchange and Mutual Protection of Classified information
The interdepartmental comment procedure has been terminated. The agreement will be considered by the government in the first quarter 2008.

· Security Agreement Between the Government of the Czech Republic and the Government of the Hellenic Republic on the Mutual Protection of Exchanged Classified Information
The interdepartmental comment procedure has been terminated. The agreement will be considered by the government in the first quarter 2008.
· Agreement Between the Czech Republic and the Kingdom of the Netherlands on the Exchange and Mutual Protection of Classified Information
Expert negotiations were terminated and the agreement has been subsequently forwarded for the comment procedure. Due to the fact that international agreements shall undergo a long-duration multiphase internal approval process in the Netherlands before the agreement can be signed (at all times, during each phase, comments can be made concerning the text), a decision was made to send the agreement to the government for approval only after termination of the approval process in the Netherlands.
· Agreement Between the Government of Czech Republic and the Government of the Kingdom of Norway on the Exchange and Mutual Protection of Classified Information
The agreement has been approved by the Government Resolution N. 721 of 27 June 2007. Currently the internal national approval process is under way in the Norway and the agreement will be signed after its termination.
· Agreement Between the Republic of Slovenia and the Czech Republic on the Exchange and Mutual Protection of Classified Information
Expert negotiations were terminated and the agreement has been forwarded for the comment procedure, which should be terminated at the beginning of the year 2008.

· Agreement Between the Government of the Czech Republic and the Government of the United States of America on the Amendment to the Agreement Between the Government of the Czech Republic and the Government of the United States of America Concerning Security Measures for the Protection of Classified Military Information, entered into on 19 September 1995
The aim of the agreement on the amendment, which was negotiated in the form of exchange of diplomatic notes, was to regulate the comparability of classification levels in such a manner as to ensure that it corresponds with the legal regulation concerning the protection of classified information that is valid in the Czech Republic. The agreement was prepared in cooperation with the Ministry of Defence of the Czech Republic. The government has approved it by its Resolution N. 859 of 27 July 2007. Subsequently the Ministry of Foreign Affairs had prepared the answering note, which was sent to the second party.
· Agreement on the Amendment to the Agreement Between the Government of the Czech Republic and the Government of the Slovak Republic Concerning Mutual Protection of Classified Information, entered into on 3 February 2005 in Bratislava

The amendment to the agreement on the mutual protection of classified information was initiated by the Slovak party with the aim to allow the national security authorities to cooperate in the field of security clearance procedures. The agreement concerning the wording of amendments was reached by the end of the year 2007. The interdepartmental comment procedure is planned for the beginning of the year 2008.

Expert negotiations have been commenced in the last year on the Agreement Between the Czech Republic and Georgia on the Exchange and Mutual Protection of Classified Information, as well as on the Security Agreement Between the Government of Romania and the Government of the Czech Republic on Mutual Protection of Classified Information.

In addition, Agreement Between the Czech Republic and the Portuguese Republic Concerning the Exchange and the Mutual Protection of Classified Information and Agreement Between the Czech Republic and the Republic of Bulgaria on Mutual Protection and Exchange of Classified Information were signed in the year 2007. Subsequently both agreements were sent to the Parliament of the Czech Republic to give consent to ratification.

Expert negotiations on the Agreement Between the Czech Republic and the Republic of Hungary on the Exchange and Mutual Protection of Classified Information were discontinued by reason of extensive amendments to legal regulations governing the protection of classified information in Hungary until such time that these become effective. For the same reason the Security Agreement Between the Czech Republic and the Swiss Confederation on the Exchange and Mutual Protection of Classified Information has not been sent for the comment procedure.
2.2.1.2. Other agreements on the protection of classified information
In the second half-year 2007 the Authority developed the directive on negotiations concerning accession of the Czech Republic to the agreement between the states, which are parties of the Convention on Establishment of the European Space Agency and the European Space Agency on the Protection and the Exchange of Classified Information. The directive was sent for the interdepartmental comment procedure. When the comment procedure has been completed, the Czech Republic will notify the European Space Agency of its intention to accede to the above mentioned agreement. The approval process will be coordinated with the Ministry of Education and Youth, which is the responsible party of expert negotiations concerning accession of the Czech Republic to the Convention on Establishment of the European Space Agency.

In March 2007 the Memorandum of Agreement (MOA) was signed between the Authority and the Norwegian National Security Authority (NSM) concerning the cooperation in the field of information systems security, by which the similar agreement concluded in the year 2001 is brought up to date. The Memorandum became the basis for the conclusion of the agreement between the Authority and THALES company.
2.2.1.3. Forward study for the year 2007
In the year 2008, the Authority foresees completion of expert negotiation commenced in the year 2007 with the Republic of Rumania and the Republic of Georgia. The resumption of negotiations with the Republic of Hungary and the Swiss Confederation is expected.

In addition, the commencement is expected of expert negotiations on agreements on the protection of classified information with Grand Duchy of Luxembourg, the Republic of Macedonia, the Republic of Turkey, the Republic of Austria, the Kingdom of Belgium, the Republic of Croatia and the Republic of Albania.
2.2.2. Activities resulting from the membership of the Czech Republic in NATO and EU
The employees of the Authority were further engaged actively in activities of some important NATO committees and working groups and similar bodies within the frame of EU bodies engaged particularly in preparing security standards of both organizations in various fields of protection of classified information (industrial, personnel, administrative, physical security, INFOSEC, etc.).
	2.3 Personnel security



The area of personnel security involves conducting personnel security clearance procedures, granting personnel security clearances or issuing of decisions on denial of the PSC, issuing of certificates confirming to a foreign power that the person concerned has been issued with a security clearance, and accompanying acts, opening, keeping, making amendments to, recording and discarding of security files on natural persons, as well as keeping records of natural persons having access to classified information. In addition, the personnel security procedures shall include the cooperation with bodies of the State, organizations and companies, which have information in their possession important for the security clearance procedure. Within the Authority four independent departments under the Security Management Section provided the above-mentioned activities (refer to the organizational structure in the Chapter 3.4).

The above mentioned amendments to the Act have substantially affected the area of personnel security. The most significant change in the Act was the limitation on the number of individuals who were allowed to have special access to classified information of a foreign power according to current text of the S. 58 of the Act, to four high-ranking constitutional officials and to the Minister of Foreign Affairs. In addition, the method of termination of validity of security clearances granted to individuals was regulated, as well as handling of files on natural persons requesting issuance of the security clearance instead of the original one, the validity of which expired, in cases where the security clearance was issued by the Intelligence Service or by the Police of the Czech Republic or by the Authority. Some consultations took place between the parties concerned regarding the mentioned changes, within which a new way of looking at the application of provisions being amended in practice has been coordinated.
During the year 2007 the security clearance procedures have been developed in such a manner as to ensure that the subject of the security clearance procedure will be promoted, while satisfying all legal requirements.

Attention continued to be given not only to the permanent improving of new procedures being already implemented, but also to creation of new procedures within the framework of the security clearance procedure, including methodical influence in such a way that the Authority could satisfy applications within the statutory period (or within cut periods, as the case may be) on a long-term basis. Concerning meeting the deadlines it can be stated that all basic statutory time limits were met in a standard manner with the exception of some isolated cases where the director of the Authority was obliged to extend these periods in accordance with S. 118 of the Act, with a view to information from the body of the State or the facility.

In the year 2007 the Security Management Methodology was developed of procedures to be followed from the moment of acceptance of an application for the issuance of the security clearance (certificate) until the final decision in the case, as well as uniform patterns regulating single acts of this case. Guidelines were further issued covering handling of security files according to the Act N. 148/1998 Coll., which has regulated procedures in “converting” files maintained according to the Act N. 148/1998 Coll. into files maintained according to the Act N. 412/2005 Coll. In addition, the training of the staff was undertaken within the framework of the section aimed at harmonization of the method and procedures in conducting interviews.

In the year 2007 the cooperation provided in the framework of security clearance procedures by intelligence services, by the Police of the Czech Republic and by other cooperative bodies of the State continued to be excellent and very effective. The Authority further made a systematic effort to develop its cooperation with non-governmental organizations.

In the year 2007 the number of applications for a personnel security clearance continued to be high, even though these numbers declined. In total 8337 applications have been addressed to the Authority, which is by 2997 less than in the last year. The number of clearances issued thus decreased by 5152 clearances, the number of issued clearances was 8941. When making this comparison it should be noted that security clearance procedures were being finished in the year 2006 concerning applications submitted at the time of validity of the Act N. 148/1998 Coll. Therefore, an unbiased assessment of these data will not be possible until the year-on-year evaluation and comparison of the years 2007 and 2008. Due to the expiration of validity of security clearances granted during the years 2001 – 2002 high numbers of new applications were recorded for reinvestigation for the purposes of renewal of the personnel security clearance.
2.3.1. Statistics
Summary of applications received and of security clearance procedures completed during the year 2007
	
	Restricted


	Confidential
	Secret
	Top Secret
	In total

	Applications received


	178
	4695
	3267
	200
	8340

	Security clearances issued


	-
	5043
	3668
	230
	8941

	Security clearances not issued


	-
	45
	17
	0
	62

	Decision not to proceed with a procedure
	-
	110
	93
	11
	214


Summary of certificates issued confirming to a foreign power that the person concerned has been issued with a security clearance

	COSMIC TOP SECRET


	216

	COSMIC TOP SECRET ATOMAL
	51



	NATO SECRET
	1883



	NATO SECRET ATOMAL
	12



	NATO CONFIDENTIAL
	693



	NATO CONFIDENTIAL ATOMAL
	1



	EU TOP SECRET
	123



	EU SECRET
	411



	EU CONFIDENTIAL
	209



	WEU FOCAL TOP SECRET


	61


	WEU SECRET
	105



	WEU CONFIDENTIAL
	17

	CELKEM
	3782


2.3.2. Analysis of reasons to deny a Personnel Security Clearance
The predominant reasons to deny the personnel security clearance were as in previous years in particular failure to meet condition of security reliability (Section 12, par. 1 (d) of the Act), primarily due to finding occurrence of below mentioned security risks according to Section 14, par. 3 (d) of the Act - conduct and lifestyle that may render the individual liable to influence, and may affect his or her trustworthiness or ability to maintain confidentiality of information, and according to Section 14, par. 2 (b) of the Act - activities consisting of suppressing human rights or liberties, or support of such activities.

Other security risks outlined in Section 14 par. 2 and 3 of the Act have been stated only as isolated incidents.


Other the most frequent reason to deny or terminate the validity of the personnel security clearance was failure to meet the condition of no criminal records (S. 6 2/c/ of the Act) and the condition of security eligibility (S. 13 of the Act).

In total 106 security procedures have been initiated in the year 2007 concerning termination of the validity of the security clearance issued, and in 93 cases thereof the validity of the security clearance was terminated.
2.3.3. Personnel project
Ministries and other central administrative bodies have submitted for the second time to the Authority their personnel projects in accordance with Section 72 of the Act.

The purpose of development of personnel projects is to obtain the overall overview of situation in the field of personnel security within the framework of protection of classified information, and evaluation of the state with a view towards the number of natural persons who request to be issued with the personnel security clearance, in the light of real needs and frequency of occurrence of classified information within ministries and central administrative bodies. In accordance with the Czech Republic Government Resolution N. 1428/2006 the Authority rendered assistance to subjects concerned in such a way as to ensure that the data being submitted are more correct and at a higher level of quality and that the data entered will have general information value. This cooperation also resulted in slight decrease in number of applications for issuance of security clearances for the highest classification levels as against assumptions stated in the year 2006.
In order to coordinate the content of the personnel project the Authority has updated the form from the year 2006 so that a determination can be made from the table part how many holders of the clearance had access to special handling areas and how many holders of the clearance had really access to classified information.

26 personnel projects have been submitted in total. The Authority has not modified these projects in any way and they were the part of a material submitted to the Government of the Czech Republic on 30 November 2007. The material concerned included evaluation of the data provided, with respect to individual subjects, concerning the number of positions and posts where the access to information is based upon the need-to-know principle.

Concerning the purpose of processing of personnel projects it should be stated that the decrease in numbers of quota post requiring access to classified information is anticipated, which could also decrease the number of applications for granting the security clearance.
	2.4 Security eligibility



The Authority carried out security clearance procedures in response to applications for issuance of certificate of security eligibility of the natural person (hereinafter “the Certificate”), as described in the Part four of the Act. In the majority, the applications submitted were applications related to performance of sensitive activities in the area of foreign trade with military materials. The Authority further processed applications in connection with performance of activities in the field of nuclear energy and handling of security material.

Control procedures, as an on-going process, aimed at follow-up verification as to whether conditions for holding of the certificate continue to be met also constitute the intrinsic part of the responsibility of the Authority in the area of security eligibility. In many cases such circumstances have been discovered, which caused initiation of the procedure to terminate the validity of the certificate.

At the end of the year 2007 the amendment was approved of the Act N. 61/1988 Coll., regulating mining activities, explosives and state mining administration, as amended, which determines new sensitive activities in the area of export and import of explosives. In the next years, in connection with this new amendment and foreseen appearance of new types of sensitive activities the Authority expects gradual rise in the number of received and processed applications for issuance of the certificate.

Cooperation being provided to the Authority within the framework of the security clearance procedure by the Intelligence Services, Police of the Czech Republic and other cooperating bodies of the State can be considered as excellent and very effective.

Actions of employees of the Authority within the framework of the security clearance procedure on handling applications for issuance of the certificate are methodically regulated by guidance notes outlined in the Chapter 2.3.1.
2.4.1 Statistics
Summary of received applications and summary of completed security clearance procedures 2007
	Sensitive activities according to


	Application received
	Terminated by issuance
	Terminated by denial
	Suspended
	Termination of validity of the certificate

	S. 8 of the Act N. 38/1994 Coll., to regulate trade in military equipment with foreign countries


	34
	35
	1
	9
	-

	S. 2(a) of the Czech Atomic Law (Act N. 18/1997) Coll.)


	20
	9
	-
	2
	-

	S. 86(a) of the Act N. 49/1997 Coll., to make provisions for the civil aviation (or the Government Regulation N. 31/2005 Coll.)


	-
	-
	-
	-
	33

	S. 5 of the Act N. 310/2006, Coll., to make provisions for handling of security material


	3
	5
	-
	-
	-

	Government Regulation N. 385/2003 Coll., to determine activities of the sensitive nature for the Castle Guard

	-
	-
	-
	-
	7

	Other
	4
	3
	1
	1
	2

	In total
	61
	52
	2
	12
	42


2.4.2 Analysis of reasons to deny a certificate
In the overwhelming majority of cases the reason for denial of the certificate or termination of its validity was failure to meet conditions of reliability (S. 81 par. 1/e/ of the Act), in particular cases where adverse circumstances became known concerning an individual according to S. 84 par. 3(c) of the Act - influential conduct or untrustworthiness of the natural person that could result in misuse of performance of sensitive activities. Occurrence of other adverse circumstances or failure to meet conditions of personal eligibility was ascertained only in some isolated cases. The second reason in frequency for denial of the certificate or termination of its validity was failure to meet conditions of suitability (condition of no criminal record) (S. 81 par. 1/c/ of the Act).

72 security clearance procedures have been initiated in the year 2007 with the aim to terminate validity of the certificate issued and in 41 cases the validity of the certificate being granted was terminated.
	2.5 Industrial security



In the field of industrial security the Authority provided carrying out security clearance procedures in the matter of applications of facilities, granting Facility Security Clearances, making decisions of non-issuance of the FSC and termination of the validity of the FSC, issuance of certificates for a foreign power (NATO certificate) confirming to a foreign power that the facility has been issued with the FSC, as well as acts of procedures associated with these activities. 8 NATO certificates has been issued in total – 7 ones for the purposes of provision of classified information (5 for the level CONFIDENTIAL, 2 for the level SECRET) and one certificate for “to have access to” the level SECRET. In addition, the Authority accomplished tasks assigned by the Act with regard to entrepreneurs, contractors, which are holders of the Facility Security Clearance.

During the year 2007 the Authority continued to pursue, in cooperation with the company T-SOFT, Ltd., modifications of the electronic system TAURUS for administrative processing in the matter of facility security clearance procedures in the light of the new legislation.

Amendments to the Act in the year 2007 also affected directly the field of the industrial security – the first amendment regulated provisions relating to the termination of validity of the security clearance (S. 56 par. 1/d/ of the Act), the institute of transformation of a company has been omitted as a reason by virtue of which the validity of the facility security clearance had to be terminated, and further to this amendment, current regulation of duties of the facility, which is the holder of the facility security clearance has been modified, where the new amendment imposes a new duty on the facility in connection with omitting the provision on the transformation of a company (S. 68/f/ of the Act). Substantial for the field of industrial security was the amendment to the Act accepted as a result of coming into effect of the Insolvency Act. The provision was amended (S. 17 of the Act), which specifies more closely conditions under which the facility is economically unstable.
2.5.1. Security clearance procedure in the matter of the application of the facility

197 applications for issuance of the Facility Security Clearance were submitted in the year 2007. The impact of application of the new Act has become apparent also in this year, in particular with regard to changes of terms of validity of the FSC for specific security classification levels, for which the facility required issuance of the Facility Security Clearance.


Establishment of new succession organizations turns out to be a circumstance having a bearing on numbers of applications being submitted – these are facilities (contractors) assuming performance of contracts containing classified information as successors of their predecessors, who were holders of Facility Security Clearances and whose existence was terminated or who were dissolved. Last but not least, numbers of applications submitted by facilities were also directly impacted by application of the Public Tender Act by not just appropriate way by bodies of the State and subsequently by prime contractors, because as in previous years the submission of the Facility Security Clearance was required as an integral part of documentation needed for participation in competitive bidding, without regard to whether there is any classified information involved within the framework of performing of such a contract.

Cooperation and collaboration with other bodies of the State, Intelligence Services and the Police of the Czech Republic, which participated in conducting security clearance procedures aimed at issuance of the Facility Security Clearance have been regulated in connection with the amendment to the Act and other binding rules of law.
2.5.2. Statistics
Summary of applications received and security clearance procedures completed for granting a FSC in the year 2007
	
	RESTRICTED
	CONFIDENTIAL
	SECRET
	TOP SECRET
	In total

	Applications received
	90
	85
	21
	1
	197

	Security clearance granted
	117
	117
	44
	2
	280

	Security clearance not granted
	-
	3
	-
	-
	3

	Discontinued
	5
	2
	1
	-
	8


2.5.3. Analysis of reasons to deny the Facility Security Clearance
As the statistics shows, following the decision of the Authority in the year 2007, the Facility Security Clearance has not been issued only in 3 cases. In all 3 cases the reason for denial of the FSC was failure to meet conditions outlined in S. 16 par. 1(d) of the Act, which means that a responsible person and proctors were not holders of a valid Personnel Security Clearance at the appropriate classification level, for which facilities required to be issued with a security clearance. In one case at the same time the condition was not present to provide protection of classified information.

Concerning termination of validity of security clearances already issued, in 94 cases the procedure has been initiated, in 11 cases the procedure was still pending as of 31 December 2007 and in 43 cases the validity of a security clearance already issued has been terminated. The predominant reasons to terminate the validity were as in cases of denial of a security clearance that a responsible person and proctors were not holders of a valid Personnel Security Clearance at a level corresponding to the level of the Facility Security Clearance and further that the protection of classified information was not provided.
	2.6 Security of information and communication systems and cryptographic protection


The Authority is responsible for carrying out certification of information systems and for approving security projects of communication systems handling classified information and further, playing a role of national security accreditation authority, for accreditation of NATO and EU information systems in the territory of the Czech Republic.

In the field of cryptographic protection of classified information the Authority carries out or ensures research, development and production of national cryptographic devices, development and approval of national cipher algorithms, research, development, production and distribution of cryptographic materials, certification of cryptographic devices, certification of sites designated for cryptographic activities, as well as examinations of a specific specialist competence of cryptographic protection officers.

In addition, the Authority carries out measurements of compromising electromagnetic emissions of electrical and electronic equipment handling classified information, and investigates suitability of security areas and objects to provide a protection against leakage of classified information as compromising electromagnetic emissions.

The Authority shall be responsible for development of cryptology and basic and applied research in the fields of cryptography, cryptoanalysis, security of information systems and compromising electromagnetic emissions.

In addition, in the year 2007 the Authority performed on development of security standards for conducting certification of cryptographic devices, it processed and issued updated security standards for the field of compromising electromagnetic emanations and prepared a new standard to be issued for so-called controlled cryptographic items. Methodical materials have been processed on an ongoing basis addressing partial problems of safeguarding of information systems, setting of security parameters of the most used operational systems, general policy of information systems safeguarding and the method of documentation of information systems security. These methodical materials are published or provided to applicants for certification, security standards are provided in accordance with their security classification level and at the same time the principle of “need-to-know” shall be applied.

2.6.1. Certification and accreditation activities
The certification shall be the necessary statutory condition for use of information systems, cryptographic devices, and screened chambers and of sites designated for cryptographic activities as provided by law in the protection of classified information.
2.6.1.1 Certification and accreditation of information systems
Another 115 applications for certification of information systems were submitted during the year 2007 in addition to those being in process until the year 2006, both by the state administration and private sphere. 101 certificates of information systems were issued; in 23 cases the process of certification was terminated without issuance of the certificate, from which in two cases under the decision of the Authority, in other cases on the initiative of applicants for certification.
Certification of information systems
	Application received
	Certification terminated without issuance of the certificate
	Certificates issued

	
	State administration


	Facilities
	State administration
	Facilities

	115
	6
	17
	47
	54



The work with this system will not terminate by issuance of the certificate of information system in view of the fact that, in particular in large systems, some development is required and changes being planned must be considered and approved by the Authority. Re-certification shall be carried out for the next period prior to expiration of the period of validity of the certificate.

It should be stated that a trend continued towards increasing a share of applications for certification of information systems using local and large computer networks and consequently cryptographic means for the protection of classified information being transmitted by them. Therefore the scope and intensity of tasks of the Authority were growing proportionately. Certification of wide information systems of the Ministry of Foreign Affairs, the Ministry of Defence and the Ministry of the Interior, systems for foreign missions of the Army of the Czech Republic, systems of Intelligence Services, as well as re-certifications of information systems of the state administration securing a smooth continuation of their operation even if period of validity of the previous certificate has expired, continue to be priorities of the Authority.

In the year 2007 the Authority provided accreditation of national nods of some international cooperation networks (EU, NATO) in the Ministry of the Interior and the Ministry of Defence, as well as of two important NATO information systems after their reconstruction and improvement.

Within the frame of certification of information systems employees of the Authority further provided to applicants for certification a setting of security characteristics of operation systems and other information necessary for safeguarding of a specific information system. In a series of cases they directed development of these systems so as to be certifiable.
2.6.1.2 Certification of cryptographic devices
In the year 2007, in total 19 applications for a certification of a cryptographic device were submitted to the Authority. In procedures aimed at certification of cryptographic device, 20 certificates were issued in total, in one case the procedure was terminated without granting a certificate. The Authority continued to prefer the certification of cryptographic devices for the protection of EU classified information in national networks of the Czech Republic. The state of the procedure is summarized in the following table.

Certification of cryptographic devices
	Applica-tions received
	Certificates being processed
	Certification terminated without granting a certificate
	Certificates issued
	For NATO and EU

	
	State administration
	Facilities
	State administration
	Facilities
	State administration
	Facilities
	NATO
	EU

	19
	2
	8
	1
	0
	14
	6
	18
	15



The Authority continued certifying cryptographic devices for the protection of EU classified information and national classified information, in particular for the protocol TCP/IP. In addition, re-certification has been carried out of national and imported cryptographic devices, the validity of certificates of which had expired in the year 2007. Also national software cryptographic means were certified for the protection of classified information at the level RESTRICTED, which had been developed by the Authority and granted free of charge for the state administration’s convenience.

The mentioned cryptographic devices are or will be used particularly in departments of the Ministry of Defence, the Ministry of the Interior, the Ministry of Foreign Affairs and by Intelligence Services.


At the present time a basic set of certified cryptographic devices has been established for required areas of service. Certified cryptographic devices are available for the protocol TCP/IP for security classification levels CONFIDENTIAL and SECRET, software cryptographic means for preliminary encryption, link cryptographic devices and voice cryptographic devices that can be used for the protection of national classified information, EU and NATO classified information in national networks of the Czech Republic.


Standards of the Authority are used
for the purposes of evaluation and certification of cryptographic devices, which are based on national experience, international standards (CC and FIPS) and information gained thanks to participation in international cryptographic conferences.
2.6.1.3 Certification of sites designated for cryptographic activities
From the beginning of the year 2007 the certification has continued of sites designated for cryptographic activities in bodies of the State and in the case of facilities in accordance with S. 46 of the Act as follows in the table:
Certification of sites designated for cryptographic activities

	
	Applications received
	Being processed
	Certified
	Denied

	State administration
	1
	0
	1
	0

	Facilities

	5
	0
	5
	0

	In total
	6
	0
	6
	0


2.6.1.4 Certification of screened chambers
Bulk of certification measurements of attenuation effect of screened chambers was carried out for the Ministry of Foreign Affairs, the number of installations 15, in the Czech Republic and abroad. Thanks to the fact that the site concerned of the Authority has been equipped with additional technology the Authority was able to satisfy requirements of the Ministry of Foreign Affairs within reasonable deadlines. These measurements have been also carried out for the needs of the Authority, the Ministry of Defence and the Ministry of the Interior.
2.6.2. Other expert activities
2.6.2.1 Measurement of compromising emissions (TEMPEST)
Two new security standards of the Authority have been issued in the year 2007 for zoning measurements and installations of electronic equipment.
In the year 2007 the Authority carried out measurements according to NATO standards of series SDIP and according to methodology MIL-STD 461. In particular devices of bodies of the State were measured. It took measurement of commercial devices, mostly for purposes of competitive biddings. The majority of devices of this total number were evaluated as Class I device according to security standards of the Authority.
Other TEMPEST measurements were carried out within framework of certification of information systems for bodies of the State or for facilities, as applicable, in the total number more than 50. In all cases it was the certification of information systems for handling of information classified from CONFIDENTIAL to SECRET.
In addition, the Authority carried out evaluation of areas by a method of zoning measurement. These were areas storing devices handling classified information. The zoning measurements were carried out for the state administration and for private bodies within the framework of certification of information systems. Some measurements were also carried out abroad (the Slovak Republic).
The list of measurements conducted in the field of compromising emissions in the year 2007 is shown in the table below:
Number of devices and premises measured
	Type of the measurement


	Number

	Zoning measurement
	40 premises

	Cryptographic devices
	1 type

	PC sets


	2 types – Class 0

more than 50 types – Class 1 and 2

	Audio technique
	2 types of sets


2.6.2.2 Approval of communication systems security projects
The first applications for approval of communication system security projects according to the Act have already been approved in the year 2006, and the following bodies were applicants – the Ministry of Defence, the Ministry of the Interior, the Czech National Bank and the Security Intelligence Service. New applications have not been submitted.
The operation of the communication system depends on validity of the certificate of the cryptographic device used in the communication system. In the year 2007 two security projects have been approved for communication systems using a cryptographic device, in the case of which the change of conditions for its operation occurred.
2.6.2.3 Training of the cryptographic protection staff and specific specialists competence examinations
In the year 2007 the Authority provided training of a cryptographic protection staff in 6 cases in accordance with the Act, and after conducting the examination issued 96 certificates of the specific specialist competence of a cryptographic protection officer (the “Specialist Competence Certificate” in the Act). At the same time the Authority made a new contract with department of the Ministry of the Interior for providing training and carrying out specific specialist competence examinations concerning cryptographic protection staff. On the basis of this contract the Authority approves the scheme and content of courses.
2.6.3. Problem areas of information systems security and problem areas of the cryptographic protection
In providing activities of the Authority in the field of the cryptographic protection and certification of information systems handling classified information as determined by the Act, in particular the following problem areas continued to appear:
· The Czech Republic has no own cryptographic device for the protocol TCP/IP, which would enable the protection of EU and NATO or national classified information by one cryptographic device. Cryptographic devices being imported are available in an EU version or a NATO version. In consequence, it means the need to build duplicate networks (EU and national, NATO and national), which is finance consuming. The solution shall be an intensive development work on a national cryptographic device for the protocol TCP/IP and using of new cryptographic devices with dual mode.
· In light of providing protection of classified information in information and communication systems and providing cryptographic protection the problem was the continuing lack of information technology experts cleared for the security classification levels CONFIDENTIAL, SECRET and TOP SECRET in the state administration. Consequently, the same individuals held positions in an administration and security administration of more information or communication systems, or more positions in particular information system.
In view of previous experience, it becomes apparent that these are long-term problems, which will occur also in the future. 

	2.7 Administrative and physical security, the Central Registry


2.7.1. Administrative security
Security documents of facilities and updated security documents of facilities being issued with the certificate according to the Act N. 148/1998 Coll., have been primarily considered in the light of the administrative security upon the application for issuance of a Facility Security Clearance. Within the framework of security clearance procedures being conducted supervision was carried out of facilities, during which readiness of facilities was controlled for receiving, creation, recording and other type of handling of classified documents.
Number of assessed security documents and supervisions that took place
	Security documents
	Supervision that took place

	173
	121



During the year 2007 two bodies asked the Authority for temporary storage of classified documents. These were bodies, which no longer, but temporarily, fulfilled the conditions of the Act for the given security classification. These were an entrepreneur (contractor) and a body of the state administration. The reason was the change of location and reconstruction of a facility and of a security area.

2.7.1.1 Problem areas of the administrative security
· Handling of classified information at the level RESTRICTED provided within the framework of EU and NATO.
· Protection of classified information in communities.

· Safeguarding of classified documents when their holder no longer fulfils provisions of the Act.
2.7.2. Physical security
2.7.2.1 Statistics
In the year 2007 the Authority received applications for certification of 1,089 technical devices and issued certificates for 1,010 technical devices. By January 2008, 94 applications for certification of technical devices remain to be considered, which have been sent to the Authority in December 2007.
Numbers of applications received for certification of technical devices by categories as defined by the Act, are shown in the following table.

Number of received applications for the certification of technical devices
	Technical device
	Applications

	Mechanical barriers (S.30 par. 1/a/ of the Act)
	554

	Electrical locking mechanisms, entry control systems, closed circuit television systems, electrical alarm annunciation equipment and emergency systems (S.30 par. 1/b/, /c/, /d/ and /e/ of the Act)
	411

	Electrical fire detection devices (S.30 par. 1/f/ of the Act)
	27

	Devices for physical searches for dangerous substances or objects, in particular metal detectors (S.30 par. 1/g/ of the Act)
	12

	Devices for physical destruction of data carriers (S.30 par. 1/h/ of the Act)
	83

	Devices for protection against passive and active eavesdropping of classified information (S.30 par. 1/i/ of the Act)
	2

	In total
	1,089



In the year 2007 the Authority issued its views on 215 physical security projects, and further accepted 164 physical security projects to be evaluated. 38 physical security projects are still to be evaluated by 1 January 2008.
Distribution of numbers of applications for certification of technical means and numbers of received physical security projects in the year 2007 in the light of time periods is shown in following tables. 

Physical security projects in the year 2007
	Month
	Applications for opinion received
	Opinions issued

	January
	25
	18

	February
	13
	11

	March
	17
	10

	April
	10
	13

	May
	20
	29

	June
	8
	19

	July
	14
	16

	August
	15
	17

	September
	11
	14

	October
	11
	20

	November
	9
	20

	December
	11
	26


Certification of technical means in the year 2007

	Month
	Applications received
	Certificates issued

	January
	109
	59

	February
	77
	100

	March
	72
	60

	Apríl
	43
	96

	May
	61
	49

	June
	48
	53

	July
	117
	141

	August
	52
	36

	September
	93
	53

	October
	233
	150

	November
	72
	170

	December
	112
	43


2.7.3. Central Registry
During the year 2007 the Central Registry staff conducted 57 control-methodical actions in sub-registries of classified information. In addition, regular inspections were conducted in all ATOMAL registries. A high quality level of work was concluded in all registries, which is the good element for results of inspection by the NATO Security Office in the year 2008.
	2.8 Remedial measures



In the year 2007 the director of the Authority decided applications for remedial measures brought by natural persons, legal persons and natural persons pursuing business filed according to applicable provisions of the Act as a remonstrance against following decisions of the Authority:

· to deny a personnel security clearance and a facility security clearance;

· to deny a certificate;

· to terminate the validity of a personnel security clearance, a facility security clearance and certificate.
Remonstrances brought were decided by the director of the Authority upon a motion of the remonstrance commission appointed as of the 1 January 2006 in accordance with S. 130 of the Act. The time limit for decision on the remonstrance, which shall be 3 months according to S. 130 par. 6 of the Act, was observed in all cases.

Decisions by the director of the Authority on remonstrances can be contested by administrative action, which is decided by the Municipal Court in Prague. A cassation complaint may also be filed against the decision of the Municipal Court in Prague, which will be decided by the Supreme Administrative Court.

In actions in court regarding the above mentioned administrative actions the Authority and the director were represented by the Remedial Measures Department (of the Authority), which in addition prepared statements of the director of the Authority on the above mentioned actions and cassation complaints. In addition, this department organizationally ensured activities of the remonstrance commission and prepared documents for decisions of the director of the Authority on the above mentioned remedial measures.
2.8.1. Statistics
Remonstrances against decisions of the Authority

	Year
	Pending
	Disposed of in the affirmative


	Disposed of in the negative
	In total

	2006
	0
	59
	86
	145

	2007
	10
	16
	28
	54


Administrative actions against decisions of the director of the Authority on complaints 2004 - 2006
	The total number
	Pending
	Procedure terminated
	Disposed of in the affirmative


	Disposed of in the negative
	Refused

	78
	13
	17
	8
	35*
	5


*Cassation complaints against decisions of the Municipal Court in Prague on dismissal of a case (2004 – 2006)
	The total number
	Pending
	Procedure terminated
	Disposed of in the affirmative
	Disposed of in the negative
	Refused

	14
	4
	3
	1
	6
	0


Administrative actions against decisions of the director of the Authority on remonstrance 2006 - 2007 

	The total number
	Pending
	Procedure terminated
	Disposed of in the affirmative
	Disposed of in the negative
	Refused

	38
	32
	2
	0
	4*
	0


*Cassation complaints against decisions of the Municipal Court in Prague on dismissal of a case 2006 - 2007
	The total number
	Pending
	Procedure terminated
	Disposed of in the affirmative
	Disposed of in the negative
	Refused

	3
	1
	0
	0
	2
	0


2.8.2. Evaluation of the decision-making practice of the Authority
According to the above mentioned reviews, in years 2004 - 2006 78 actions were brought against decisions of the director of the Authority on complaints
, during which time 65 of these actions have been decided to date. From the Authority’s point of view it must be a positive knowledge that the Municipal Court in Prague found only 8 actions as reasonable, which means that the “successfulness” of the Authority in these legal actions is 87.7%.

Concerning decisions of the director of the Authority on remonstrances issued in years 2006 – 2007, it is early to assess the “successfulness” of the Authority due to the usual duration of the procedure by the Municipal Court in Prague. 
	2.9 Research and development activities of the Authority


2.9.1. Research and development tasks and organization
The main task in the area of research and development was to develop further security technology for the protection of classified information in communication and information systems. The research and development were organized within the framework of coordination of purposefully financed projects on the part of external researches and investigators and also within the framework of the Authority’s own institutional development.
It should be noted, that demandingness of the research and development in the field of security of information technology is ever increasing together with rapid development of information technology. Therefore, the form of research and development on the basis of subsidized projects for a given purpose is perspective for the Authority in particular with respect to human resources being available. Thanks to this situation, intensive involvement of university research centres takes place, as well as close cooperation with external specialists, in particular in the process of evaluation and opponent proceedings of projects. Notwithstanding demandingness of coordination of special-purpose projects, the external coordination partially releases limited capabilities in institutional research in favour of research-development works, which cannot be solved outside the Authority for reasons of secrecy.
The use of financial means has been concentrated on research activities, which use a public order as baseline and which are expected to have a realization output beneficial for security practice.
2.9.2. Actual research and development within the Authority
In the year 2007 the actual process of research and development was conducted at specialized sites of the Authority (cryptology, TEMPEST and certification).

The cryptographic research and development addressed in particular areas of implementation of cryptographic algorithms, protocols and components, creation of software cryptographic applications, testing tools and verification of cryptographic devices. Knowledge continued to be deepened on the basis of extensive statistical and analytical experiments concerning national cryptographic algorithms. Series of programs was created for implementation, verification and cryptoanalysis of cryptographic algorithms. In addition, extensive application research proceeded in the field of security of mobile computing systems.
In other areas, institutional research and development in the Authority were aimed at support of certification of information systems and development of measurement methods of compromising emanations (TEMPEST).

	2.10 Performance of the state supervision


According to S. 137(b) of the Act, the Authority shall carry out the state supervision in areas of protection of classified information and security eligibility, which means that the Authority supervises the observance of law regulations in the given area by the state bodies, facilities and natural persons. In accordance with the Act activities of the Intelligence Services, and in determined cases activities of the Ministry of the Interior, will not be subject to the state supervision.
The main purpose of the state supervision is to contribute to providing the protection of classified information, in particular from the perspective of preventing unauthorised handling of classified information, determining the actual state of protection of classified information and simultaneously to create prerequisites for strengthening and unification of legal environment in this area.
2.10.1. Inspections carried out in the year 2007
In the year 2007 the Authority carried out, within the frame of the state supervision, altogether 28 inspections of the protection of classified information, 19 inspections thereof in state bodies and their components and 9 inspections in facilities.

A plan of inspections for the year 2007 was prepared and approved at the end of the year 2006. Partly inspections in bodies of the state were included in the plan, where no inspection has been carried out so far, and partly, within the frame of periodicity of inspections, also in state bodies where inspections had already been carried out in previous period, including an inspection in the General Staff of the Army of the Czech Republic and in components of the Army of the Czech Republic, which was a follow up to the inspection of the Ministry of Defence carried out at the end of the year 2006. In addition, during the year inspections in the Ministry of the Interior and the Police of the Czech Republic and in the Prison Service of the Czech Republic were included in the inspection plan, in view of notification of possible infringement of legal regulations in the field of protection of classified information.
Inspections in central administrative bodies and in their components

	Subject of inspection


	Focus of inspection

	Ministry of Culture
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	State Office for Nuclear Safety
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Ministry of the Interior and the Police of the Czech Republic
	Personal and administrative security

	Ministry of Defence – General Staff of the Army of the Czech Republic and the Army of the Czech Republic
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Prison Service of the Czech Republic
	Personal and administrative security

	Fire Rescue Service (Fire Brigade) of the region Jihomoravský
	Personal, administrative and physical security, security of information and communication systems

	Ministry of Foreign Affairs – embassy of the Czech Republic in Beijing
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Ministry of Agriculture
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Ministry of Foreign Affairs – embassy of the Czech Republic in Bern
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Ministry of Foreign Affairs – embassy of the Czech Republic in Stockholm
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Fire Rescue Service (Fire Brigade) of the region Liberecký
	Personal, administrative and physical security, security of information and communication systems

	Ministry of Labour and Social Affairs
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Fire Rescue Service (Fire Brigade) of the region Moravskoslezský
	Personal, administrative and physical security, security of information and communication systems

	Administration of the State Material Reserves
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Permanent Delegation of the Czech Republic to NATO and WEU in Brussels (Ministry of Foreign Affairs, Ministry of Defence)
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection

	Supreme Court of the Czech Republic,
Regional Court in Brno,
Municipal Court in Brno,
District Court Brno-venkov (Brno-country)
	Personal, administrative and physical security, security of information and communication systems and cryptographic protection



In addition, during the year also inspections in facilities were included in the inspection plan, as in preceding years, which were issued with a Facility Security Clearance (the Confirmation according to the Act N. 148/1998 Coll.) and which were holders of classified information.
Inspection in facilities
	Subject of inspection
	Focus of inspection



	State Office for Tokens of Value Printing, national enterprise
	Industrial, personal, administrative and physical security, security of information and communication systems

	Sellier & Bellot, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	F.S.C. SECURITY CONSULTANCY, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	Skanska CZ, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	SKS, Ltd.
	Industrial, personal, administrative and physical security, security of information and communication systems

	ZEVETA AMMUNITION, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	FORTE, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	INTAR, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems

	HELIKA, Inc.
	Industrial, personal, administrative and physical security, security of information and communication systems


2.10.2. Knowledge as a result of performance of the state supervision
Within the frame of performance of the state supervision, the Authority was gathering information about shortcomings in providing protection of classified information by state bodies and facilities. Shortcoming discovered during inspections resulted from breach of or non-compliance with provisions of the Act and other legal regulations in this area and they were subsequently presented as inspection findings in protocols.
Another type of knowledge being obtained on the basis of inspections of the state of protection of classified information were practical problems arising in application and implementation of legal regulations in providing protection of classified information. Thus feedback was secured in evaluation of effectiveness of the new legal regulation and effectiveness of particular solutions of questionable areas. The Authority shall use this feedback in particular in preparation of possible amendments to legal regulations in the field of protection of classified information. Within the framework of performance of methodical activities with respect to state administration bodies and facilities having access to classified information more attention can be paid by the Authority just to questionable areas and particular system shortcomings being sought within the frame of performance of the state supervision.
Throughout the existence of the previous legal regulation and at the time of validity of the current legal regulation, shortcomings were arising almost in all areas of the protection of classified information. Despite the fact that the great part of procedures determined by legal regulations is practically identical to those contained in the previous legal regulation, during inspections being carried out in the year 2007 the similar shortcomings were discovered as in previous years.
In a series of cases shortcomings being discovered in inspections related to more areas of protection of classified information. The most frequent shortcomings are as follows:

General shortcomings
· failure to set the security classification markings in the case of classified information or, conversely, security classification markings on documents containing no classified information;
· access given to classified information for an entrepreneur (contractor) that was not a holder of an appropriate Facility Security Clearance.
Personal security
· failure to maintain properly lists of posts or positions where the access to classified information is needed (need-to-know principle), as well as to keep records of individuals having access to classified information – these were not kept at all or were not updated;
· access to RESTRICTED classified information by persons who have not met conditions for access to classified information (resulting from misunderstanding of the legal regulation concerning access of persons to information at the security level RESTRICTED).

Administrative security
· failure to keep records of classified documents;
· using of administrative tools, which did not meet claims of legal regulations for recording of classified documents – updating, registration items, recording;

· shortcomings in keeping records of classified documents and in maintaining other administrative tools - completeness and correctness of entries, keeping records of classified documents together with non-classified documents, common keeping records of classified documents released within the framework of contacts with foreign countries together with “national ones”, common keeping records of classified documents released within the framework of contacts with foreign countries of mixed classification;
· shortcomings in marking elements on classified documents – failure to mark the classification level, other lacking compulsory elements of an own or delivered classified document, sheets of a classified document not bound firmly together with thread or pieced together in any other way;
· shortcomings in changes to the classification or in the process of declassification – failure to indicate formally the change or declassification on documents, missing records of the change to the classification or declassification on the document or in records;
· failure to record classified documents received or being originated in handling books and improper handling of classified documents – release of classified documents without acknowledging the receipt.
Physical security
· shortcomings in the processing of a physical security project – completeness, wrong assessment of physical security measures being used;
· wrong setting of physical security measures – improper function of technical means;
· processing of classified information away from premises without a required written consent of a responsible person or security director.

Information systems security
· handling of classified information in information systems not certified by the Authority for security classification level in question;

· failure to mark information media being operated within information systems.
Cryptographic protection
· insufficient adherence to the installation conditions of cryptographic devices;

· missing operating documentation for users of a cryptographic device, user guidelines not updated;
· shortcomings in marking elements on of the cryptographic protection documents. 
	2.11 Methodical activities of the Authority


In the year 2007, in view of the need to apply the new legal regulation in practice as effectively as possible, officials of the Authority held a lot of presentations for employees of ministries, other central administrative bodies and facilities. One-to-one consultations and presentations addressed in particular interpretation of the legal regulation governing the protection of classified information, and they were aimed to answering questions concerning provisions of the Act and its implementing regulations.
In addition to general subjects in particular questions connected with a security clearance procedure, processing of security documentation, handling of classified information within the frame of administrative security, providing physical security including processing of physical security projects were subjects of methodical activities of the Authority.
The Authority further conducted methodical activities towards bodies of the state and their organizational components and organizations within the frame of expert activities of particular organizational units in the form of answering phone and written questions (in particular in the electronic form) and further in performance of the state supervision and in carrying out of so-called monitoring during the course of the security clearance procedures with respect to facilities.
In addition to methodical activities aimed at target subjects resulting directly from the Act in the state administration and in the private sector, the Authority also answered questions (phone or electronic) posed by lay public and media.
The Authority posts the most frequently asked questions together with answers, as well as various guidance notes and instructions on its websites.

2.11.1. Methodical activities in the area of the security clearance procedure
Methodical activities of the Authority in the area of security clearance procedures is the dynamic process, which proceeded all the year 2007 round. The structure of these activities corresponded with particular phases of the security clearance procedure.
The first area was giving consultations and methodical guidance to natural persons, facilities, responsible persons and security directors for preparation and processing of an application for issuance of a personnel security clearance or facility security clearance or certificate.
The second area is connected with the procedure of the Authority according to S. 102 of the Act, where the Authority affords assistance to the participant in the procedure in the course of submission of the application to eliminate shortcomings of the application on the spot where possible.
As the third area of methodical activities the methodical guidance may be determined of security clearance or certificate holders through consultations and information published on web sites of the Authority.
The fourth area was giving consultations and methodical guidance in preparation of repeated applications with respect to maintaining the access to classified information. Methodical activities of the Authority on this level may be qualified as very important in particular towards facilities – holders of facility security clearance, who continued to expect that they would have access to classified information despite the fact that the validity of the current security clearance has expired. Just in the cases of facilities holding classified information, possible failure to meet time limits as provided by the Act for submission of applications of the facility for issuance of a renewed facility security clearance could result in breach of the Act and, in the first place, real endangering classified information.
The Authority further continued to conduct periodically methodical activities in relation to bodies of the state, which were cooperating with the Authority in the security clearance procedure.

Continuously processed information concerning current questions of the security clearance procedure was published on websites of the Authority. In addition, guidance was processed for submission of an application for issuance of the personnel security clearance or certificate containing detailed specific information and instructions for its completion and submission. In addition, the Authority organized and conducted training for psychology and psychiatry experts to be used in processing of expert’s reports on personal eligibility of participants in the clearance procedure.
Negotiations were taking place during the year 2007 on a processing of contracts and agreements on cooperation both with bodies of the State and with other subjects serving as a source of information for the Authority, which is important for the security clearance procedure. In particular, the Implementation Agreement on Cooperation with the Ministry of the Interior and the Police of the Czech Republic was negotiated and prepared, which is to be signed soon. Further, the method of cooperation with Intelligence Services has been negotiated and at the ultimate stage are agreements with the Archive of the Institute for the Study of Totalitarian Regimes, the General Directorate of Customs and the company LLCB. Negotiations on cooperation with the aim to conclude agreements on such cooperation continue.
	2.12 The Bulletin of the Authority and websites of the Authority


2.12.1. The Bulletin of the Authority
The Authority issues the Bulletin of the Authority, in accordance with the Act, as periodic publication published twice a year or more frequently, as necessary. Two regular issues have been issued in the year 2007.
The Bulletin contains in particular a list of certified technical means according to the Act, further a list of organizations, which have been issued with the confirmation according to the Act N. 148/1998 Coll., a list of organizations, the validity of confirmation of which has expired or has been terminated, as well as a list of facilities, which have been issued with a facility security clearance.

In addition, in the Bulletin of the Authority information is published from areas of personnel security, security eligibility, industrial security, administrative security, physical security, security of information or communication systems or from the area of the cryptographic protection. Further, guidance notes issued by the Authority are published, various directions, guides, manuals and instructions, requests and other information for the professional public.
The Bulletin of the Authority may not be distributed without limitation. Only subscribers may obtain it (at the present time about 3000 subscribers have been registered). An order for the Bulletin of the Authority may also be placed directly with the Authority or with a commercial section of the Printing works of the Ministry of the Interior.
The content of the Bulletin of the Authority is published on websites of the Authority.
2.12.2. Websites of the Authority
Websites of the Authority (www.nbu.cz) exist as from the year 1999. On these sites all information is regularly published concerning activities of the Authority and its primary tasks. It is divided into specialized and general information, including latest information, press news and electronic mailroom. Organizational units (departments) of the Authority currently update all data according to their subject-matter venue.
Through the content of its websites the Authority endeavours in particular to respond to the most frequently asked questions in such a manner as to ensure that their visitors find all that they need to know concerning classified information problems, security eligibility and the Authority itself. Currently the most frequently sought was information concerning security clearance procedures.
Summary is published on websites of the Authority of all valid legal regulations covering the area of protection of classified information and security eligibility, which is currently kept up to date by means of their amendments. Websites also contain information about losses or termination of validity of certificates, forged certificates, etc.
Current guidance notes are also published on websites of the Authority and electronic versions of questionnaires and applications are made available. Websites always contain the last edition of the Bulletin of the Authority.
In the year 2007 access recorded to websites of the Authority exceeded beyond the number of 150,000, which means mere than 12,500 visits monthly.

	2.13 Providing of information according to the Act N. 106/1999 Coll., on Free Access to Information



In the year 2007 no application was submitted to the Authority by course of law N. 106/1999 Coll., on Free Access to Information - Freedom of Information Act, as amended.
In the year 2007 neither exclusive license was granted nor complaint was submitted according to S. 16(a) of the Act N. 106/1999 Coll. 
	2.14 Supervision Department of the director of the Authority 



The Supervision Department of the director of the Authority as an independent organizational unit has been established with effect from 1 March 2007. This is the organizational unit inferior in authority directly to the director of the Authority.
· During the period under evaluation, or its part, the activities of the Supervision Department were aimed at consideration of complaints being submitted (3 cases), suggestions (1 case), performance of tasks of the Authority in the field of combating corruption and one case was the inspection carried out on the basis of the order of the director of the Authority. 
	3. Security, economic and personnel organization of the Authority


	3.1. Protection of classified information within the Authority


In the year 2007 the protection of classified information within the Authority, internal security and physical security of the Authority were provided by the Security Department headed by the security director of the Authority, who was responsible for readiness of the Authority for crises.
At the beginning of the year 2007 the project of the physical security of the Authority has been updated. As a result, changes in the field of guarding of the Authority have occurred, performance of which has been conferred on the protection service of the Police of the Czech Republic. Technical means have been strengthen and some special handling measures have been changed on the basis of the new operating instructions of the Authority. During the year also works continued on the emergency plan of the Authority.

3.1.1. Physical protection of the Authority
In the year 2007 technical means were established or extended, as the case may be, in accordance with requirements resulting from the Regulation N. 528/2005 Coll., on the Physical Security and Certification of Technical Means, depending on the needs of particular organizational units of the Authority.
3.1.2. Internal inspections
In accordance with the Inspection plan for the year 2007 internal inspections were aimed at observance of principles in the protection of classified information by employees of the Authority. Inspections, which took place as an on-going process during and after duty hours, were aimed at all sites and sections of the Authority, 5 inspections were carried out in total.
Inspections were aimed in particular at the following:
· safeguarding of workplaces during short-term and long-term absence of an employee;
· key management;

· safeguarding of computers;

· safeguarding of safes and lockable containers;

· compliance with administrative security rules;

· handling and storage of registered stamps of the Authority;

· handling of weapons;
· unauthorised introduction of dangerous objects.

In the year 2007 inspections of physical security measures also were carried out, on an ongoing basis, which had been implemented within the Authority. Small deficiencies were identified in the guard performance of the Authority, which were always remedied immediately in agreement with officials of the protection service of the Police of the Czech Republic.
3.1.3. Security clearance procedures with respect to employees of the Authority
In the year 2007 77 individuals were issued with a Personnel Security Clearance and 46 individuals with a Personnel Security Clearance for a foreign power on the basis of security clearance procedure carried out by the Security Department. 
	3.2. Security Archive of the Authority


From the year 2005 a Security Archive has been established in the Authority. The Security Archive shall supervise the performance of the documentary service, periodically select archival documents in the procedure directed to a safe destruction of official documents including documents not yet declassified. Four inspections were carried out during the year 2007 and 13 running meters of documents were approved to be destroyed in the procedure directed to a safe destruction of official documents. The archive shall also be in charge of classified archival documents, which it keeps on basic files of the National Archival Inheritance. It shall hand over non-classified archival documents resulting from activities of the Authority to the National Archive for permanent deposition. In the year 2007 0.5 running meters of archival documents resulting from activities of the Authority in years 1998 to 2003 were handed over to this institution. 
	3.3. Economic support and supplies of the Authority


Concerning economics, the Authority has been detached from the Ministry of the Interior of the Czech Republic on 1 November 1998, that is by its formation under the Act N. 412/2005 Coll. as a separate chapter of the state budget “308”. Nevertheless, the Authority could operate independently only after mid-year 2001, when it has been moved to the new locality.
During the year 2007 financial means have been allocated to our budget chapter from the General Treasury Management to the amount of 370 thousands CZK for expenses connected with presidency of the Czech Republic in the Council of the EU. These are current expenses for language and professional education, training and workshops abroad and official missions to EU institutions. These means were drawn to the amount of 222,010 CZK, which is 60% of the total amount of these means. Financial means that have not been used in the amount of 147 thousands CZK were carried over through the contingency fund for the year 2008.

In the year 2007 incomes were not budgeted because these were only contingent incomes amounting in total 935 thousands CZK.
Approved budget expenditures for the year 2007 amounted in total 277,795 thousands CZK after budget increase and were drawn on in the amount of 248,099 thousands CZK, which is 89,31%. The greatest volume of current expenses were, as every year, wage expenses and statutory payments, which were drawn on to the extent of 92,68%. Current expenses, in particular payments in the field of energy, necessary services and purchases to provide activities of the Authority were 67,619 thousands CZK and these were drawn on at the level of 83,20%. Capital expenditures in the field of acquisition of tangible and intangible property were at the same level, it is 84,89% from the adjusted budget 18,062 thousands CZK.
The research and development were financed to the full extent from the state budget appropriations amounting 21,731 thousands CZK and 83,24% were drawn on, that is 18,088 thousands CZK. Within the frame of contractual obligations made with external investigators 11,396 thousands CZK were drawn on for special-purpose research projects, and within the frame of institutional means, which the Authority uses for the needs of its own research, 6,692 thousands CZK were drawn on. One project with the appropriation in the amount of 1,575 thousands CZK was verified within the frame of public administration control, in accordance with the Act N. 320/2001 Coll., on Financial Control in the Public Administration and on Amendments to Relevant Legislation, as amended (Financial Control Act).
All budget means saved from the year 2007 were carried to the contingency fund for the year 2008 in the amount of 20,818 thousands CZK, current expenses thereof are 15,979 thousands CZK, capital expenditures were carried to in the amount of 1,671 CZK and the special-purpose funds for science and research in the amount of 3,168 thousands CZK. The means from the contingency fund will be used in particular for the purposes of meeting unplanned expenditures, for completion of some services and for completion of some investments.
All means to be used for financing of the Authority, consequently for supporting activities resulting from the Act, were undergoing an advance and running financial checks in accordance with the Financial Control Act. In the case of selected financial operations also subsequent sectional checks were made.
	3.4. Personal organization of the Authority


As of January 1, 2007 310 positions were established in the Authority. In the year 2007 system personal and organizational measures have been prepared under the Government Resolution N. 436 of 25 April, 2007 concerning the proposal to reduce numbers of posts in the State Administration by the year 2010, at least by 3% every year, with the aim to put this resolution in effect as of January 1, 2008. Acceptance of these measures resulted in decrease in number of posts by 9, and by January 1, 2008 301 posts were systemized in the Authority.
The Authority puts every effort to fill the posts with qualified and capable employees with corresponding professional experience who will simultaneously meet requirements of the security clearance procedure. Unfortunately, in the area of information technology and cryptology, staffing the positions by suitable experts does not succeed, because the selection of these specialists is limited by their narrow specialization and by possibilities in the field of rewarding for the state administration, because the rewarding system cannot compete with possibilities in the commercial sphere.
At the end of the year 2007 287 posts were occupied, 139 women and 148 men were employed in the Authority. Almost 60% of employees have university education and the average age was 41 years. Almost half of employees were involved in carrying out security clearance procedures.
A system of current training of employees is established in the Authority and it has recently been aimed at the training of selected officials in connection with the preparations of the Czech Republic for the chairmanship in the Council of the EU. In the year 2007 the attention was paid also to language education and passing language examinations in English and French languages. Almost 100 employees were participating in language courses organised by the Authority. Concerning those employees who are thought to be engaged actively in the presidency of the Czech Republic in the Council of the EU, intensified language education and vocational training is being organised in this connection.
In the year 2007 managerial studies continued of chief officers aimed at effective managerial communication, presentation skills and negotiation. Participants evaluated managerial studies very well with optimum utilization in practice.
Possibility of education of employees is one of the motivation elements being used by the Authority.
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� Translator’s note – the text of provisions of the agreement is only in the Czech and Slovak language, due to mutual understandability. The English version is not available.


� In the case of zoning measurements it includes premises; several rooms or buildings were measured within the frame of premises. In the case of cryptographic devices this was also verification measurement. In the case of PC sets of Class 1 and 2 this was also the measurement within the frame of competitive biddings, e.g. for the Ministry of the Interior of the Czech Republic.


� The complaint was the regular remedial measure against decisions of the Authority according to previous legal regulation, that is according to the Act N. 148/1998 Coll. According to the current legal regulation the remonstrance shall be the regular remedial measure.
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